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Executive Summary

This document provides technical information on the PLATOON open-source metadata
broker (AKA open-source broker, IDS broker), deliverable D3.3. In PLATOON, the core
component of Marketplace is the IDS broker (i.e., open-source broker). The broker in the
Marketplace would be capable of handling metadata of connectors, resources, and an
extension of this broker will also handle the metadata of data apps. The deliverable D3.3
describes the concept of the open-source broker, which facilitates storing and processing the
metadata of connectors and resources. The extension of the broker handling metadata of
Data Apps(metadata registry) will be reported in the deliverable D3.5, “Marketplace
Demonstrator and Report”.
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1 Whatis the Open-source Broker?

The Open-source Broker is a metadata registry for datasets and connectors derived from the
International Data Spaces (IDS) Metadata Broker. In contrast to the general IDS Metadata
Broker, the Broker Open-source has been tailored to keep the main functionalities of
metadata handling for connectors and data resources and querying for the metadata. The
open-source broker is one of the main components in the PLATOON Marketplace. As shown
in Figure 1, data consumers and data providers with an IDS connector can register their
resources in the open-source broker. The broker can be used to register, update, or unregister
the connector or resource metadata. Note that the broker does not serve the datasets
themselves: querying is performed on metadata only. In PLATOON architecture, as shown in
Figure 2, the open-source broker is referring to the functionalities of the Data Source Catalog
blob on the Marketplace. It should be clarified here that in Figure 2, the open-source broker
and context broker are two completely different components.

[ User Interface }

[ Clearing House ] | Opif:(-;zt:rce ’
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\\_ ‘ o /'\ t/’
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¥ \

Y \ Ve : \‘\A ™
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.

 —

Data Consumer Data Provider
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Figure 1 Platoon Marketplace Architecture

This document aims to provide assistance for developers to understand the structure and the
functions of the Open-source Broker and for IT administrators to know the deployment of the
Open-source Broker.
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Figure 2 Platoon Architecture

2 Open-source Broker Functions

In Platoon architecture plan, the Open-source Broker will be the main component of Metadata
Registry, which is a central component for pilots to register, update or unregister their
connector or resource metadata. Pilots can also request the description of the Open-source
Broker and also query for any information provided in it.

The following list shows the main functions of the Open-source Broker:

- Description Request:
o Description Request is to get the self-description of the Open-source Broker.
- Register/Update Connector:
o Register/Update Connector is to register the connector if it doesn’t not exist in
the Open-source Broker or update the connector if it exists in the Open-source
Broker.
- Unregister Connector:
o Unregister Connector is to unregister the connector from the Open-source
Broker.
- Update Resource:
o Update Resource is to update the information of a certain resource of a
connector.
Unregister Resource:
o Unregister Resource is to remove a certain resource from a connector.
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- Query:
o Query is to query the SQARL triples in Fuseki triple store.

Note that all data in the Open-source Broker is metadata only!

The register, update and unregister of connector and resource mentioned above are related
to metadata as well.

Each function matches a specific IDS message type. For example, for the description request
for the Open-source Broker, the connector can send a DescriptionReqeustMessage.

The following list shows the relations between the functions and IDS messages:

- Description Request for the Open-source Broker:
o DescriptionRequestMessage
- Register/Update Connector:
o ConnectorUpdateMessage
- Unregister Connector:
o ConnectorUnavailableMessage
- Update Resource:
o ResouceUpdateMessage
- Unregister Resource: ResourceUnavailableMessage
- Query:
o QueryMessage

Message handlers are created in the code to handle the above messages. In the Open-source
Broker, there are four message handlers:

- Description Handler:
o DescriptionRegeustMessage
- Connector Handler:
o ConnectorUpdateMessage, ConnectorUnavailableMessage
- Resource Handler:
o ResouceUpdateMessage, ResouceUnavailableMessage
- Query Handler:
o QueryMessage

All handlers are added in the AppConfig class to make the Open-source Broker enable such
functionalities.

For the further development, the first thing to do is to check which IDS messages should be
used to achieve the goal. Then we can create corresponding handlers to handle such
messages. At last, we add those handlers in the configuration of Open-source Broker.

The Open-source Broker also includes DAPs service that if the security token of a request is
not valid, the Open-source Broker will reject it to ensure unauthorized systems cannot access
to the information.

All functions are unit tested in test folders of Maven project. The following command can be
used to run all tests:

mvn test
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3 Development

The code of the Open-source Broker is hosted in Platoon Git repository
https://github.com/PLATOONProject/open-source-broker

The development environment of Open-source Broker consists of two main components. The
first one is a Fuseki triple store which is the database storing all metadata and the other is the
Open-source Broker core component.

Prerequisite:

- Docker (19.03.13)

- Docker Compose (1.24.0)
- Java(11)

- Maven (3.6.3)

3.1 Set Up Development Environment

The first step is to run a Fuseki instance. In path docker/composefiles/DEBUG, run the
command:

docker-compose up

Now the Fuseki instance is running on port 3030. (Figure 3)

e - .

Figure 3 Fuseki instance
The next step is to run Open-source Broker core. In path broker-core, run the command:

mvn spring-boot:run
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Now the Open-source Broker core is running on port 8080 and the self-description is also
presented. (Figure 4)

Figure 4 Self-Description

3.2 Interacting with the Open-source Broker

The Open-source Broker accepts and sends messages according to the IDS information model.
This model uses the Resource Description Framework (RDF) to leverage the power of linked
data. As such, all messages are JSON-LD formatted HTTP Multipart messages.

The multipart endpoint of Open-source Broker is “/infrastructure”. If the Open-source Broker
is running, an HTTP POST request can be sent to interact with it. The only header should be
“Content-Type” and the value should be “multipart/mixed; boundary=msgpart” as shown in
Figure 5.

Note that the boundary value can be changed to any value, but it must be the same boundary
in the request body.

Figure 5 Header of the Multipart Request
The following use cases will show how to interact with the Open-source Broker and it will

cover all main functions of the Open-source Broker. Note that the localhost environment
here acts as the IDS connector to interact with the Open-source Broker.
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3.2.1 Description Request
The multipart message header should be DescriptionRequestMessage and the payload
should be empty. (Figure 6)

» description request

POST localhost:8080/infrastructure

(1 Body @ - t i
form-data x-www-form-urlencoded ® raw binary  Text
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Content-Type: application/json; charset=utf-8
Content-Disposition: form-data; name="header™

“@gcontext”™ : {
"ids™ : "https://w3id.org/idsa/core/",
"idsc”™ : "https://w3id.org/idsa/code/”
“@type” : "ids:DescriptionRequestMessage”,
“@id” : "https://w3id.org/idsa/autogen/descriptionRequestMessage/44133851-14e6-44ac-b592-1dc964b36548”,
“ids:securityToken" : {
“@context™ : {
“ids” : "https://w3id.org/idsa/core/”,
“idsc” : "https://w3id.org/idsa/code/”

“@type” : "ids:DynamicAttributeToken™,

“@id” : "https://w3id.org/idsa/autogen/dynamicAttributeToken/aba2b890-45bf-4ce7-b9be-b3edafbi9ab2”,

“ids:tokenValue” : “eyJ@eXAi01JKVIQiLCIraWQi0iJkZWZhdWxBIiwiYWxnIjolULMyNTYifQ
.eyJzY29wZXMi0lsiaWRzYzpIRFNFQBIOTKVDVEISXBFUVF IIQLVURVNFQUXMI18s ImF1ZCI6ImLkc2M6 SURTXONPTKSFQIRPUTY
PBNU16TTNNVEFSTHCIPSIsImVAcCIGMTYXODCIMTY xMiwic2VidXIpdHLQcm9makx 11 joiaWRzYzpCQVNFXONPTKSFQIRPULSTRL
HBz01BvdzNpZC5vemcvaRzYS9ib250ZXh8cy9ib250ZXh8Lmpzb25sZCIsInRyYW5zcGOydENLcnRzUZhhMjU2I joIMGVINZNKY
03Q30jAB0INEOKEY0jhCOjcy0jg20k JGOmt LeWLkOkNCOFhDOkM30kI203g10jc5S0KkE403120kE20KNCOIE10KFCOIE30 U0 IC
.ahkV5zRHGOBp1801F9wIuDGu3ehG7UFvZLCgMPiFYSf jeQ75A01gyCKallKk LtIQSIHfoaIm2x38X LaNs_si4m6j7NIn_zBdAOL
-fItrhwj65uZbscTQ1SUEXRbBayOECSKBICFWIXVDBTY4HT6RAtpu3FJoBb86_TOYFoyjd3gIDyXScBUrAjscZbnPY6Cv99-1RTI

"ids:tokenFormat” : {

"@gid" : "idsc:IWT"

1
“ids:senderAgent™ : {
"@id" : "http://example.org”
“ids:modelVersion™ : "4.6.0",
“ids:issued” :
“@gvalue” : "2021-83-18717:33:26.168+61:00",
"@type” : "http://www.w3.0rg/20801/XMLSchema#dateTimeStamp”™

"{ds:issuer(onnector' DR §
"@id" : "https://broker.ids.isst.fraunhofer.de/"

--msgpart--

Figure 6 Description Request
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The response should be a DescriptionResponseMessage with the self-description of the
Open-source Broker in the payload. (Figure 7)
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Content-Disposition: form-data; name="header”
Content-Type: application/ld+json
Content-Length: 2276

“@gcontext” : {
"ids" : "https://w3id.org/idsa/core/",
"idsc™ : "https://w3id.org/idsa/code/”

“@type” : "ids:DescriptionResponseMessage”,
“@id" : “https://w3id.org/idsa/autogen/descriptionResponseMessage/611b5dbb-2ec9-4bec-93ca-4857b86ff5bd”,
“ids:correlationMessage” : {

"@id" : "https://w3id.org/idsa/autogen/descriptionRequestMessage/44133851-14e6-44ac-b592-1dc964b36548"

hH
“ids:issued” : {

“@value” : "2021-84-28712:88:59.651+02:68",
"@type™ : “http://www.w3.0rg/2601/XMLSchema#dateTimeStamp”

*{ds:issuerConnector” : {
"@id™ : "http://localhost:8080/"

'i'.ds:senderAgent' ]
"@id" : "https://www.ials.fraunhofer.de”

“ids:securityToken” : {
“@type” : “ids:DynamicAttributeToken™,
"@id" : "https://w3id.org/idsa/autogen/dynamicAttributeToken/12f21edc-eddc-4caf-al1f3-3ad236cadesc”,
“ids:tokenValue” : "eyJlBeXAL01IKV1QiLCIraWQiOiJkZWZhdWx8IiwiYWxnIjoilULMyNTYifQ

.eyJzY29wZXM10lsiaWRzYzpIRFNFQBIOTKVDVEISXBFUVF JIQLVURVNTQUXMI18sInF1ZCI6Imlkc2M6SURTXONPTKSFQIRPULNTQL
1TXpRMUSERXhOekFATmprPSIsImV4cCIGMTYXOTYwNZQ3Mywic2VidXIpdHlQcmImakx1IjoiaWRzYzpCQUNFXBNPTKSFQIRPUTITRL
6InhBdHBzO018vdzNpZ(SvemcvaWRzYS9jb250ZXhBcy9jb250ZXh8Lmpzb25sZCIsInRYYW5zcGOydENLCnRzUZhhMIU21 joiMGVINZ
20311030503Q303A00INEOKEY0FhC0jcy03g20k 1GOmt eWlkOKNCOFhDOKM30k 12030107 50KEA031zOKE20KNCOIE10KFCOFE30]
-RITGalvafCynAUBjVpcCUd6zk4Lz7eXImX jmIsqfQOCSpFBuCRGWMEHNHONr X134KzHyNIwLLr FERLLSvpCSFq_gkQXEQgbeSSvsw._

-CRSoHsR_knuvSwALBbcuEY713FzjtKfBNHaRGaQdmGTOLomak - pBPYUa2tvOTizymeXpK8HUe ID-DmVgcTtclQ™,
"ids:tokenFormat™ : {
"gid” : "idsc:IWT”

1
“ids:modelVersion” : "4.6.3",

“Serialization” : "Lang:J]SON-LD",
“elementType” : "BrokerImpl”

1

--VDPULU3yfnfZ5UM9rv6gLB77gENGMVGIgP2s
Content-Disposition: form-data; name="payload”
Content-Type: application/ld+json
Content-Length: 2724

“@context” : {
"ids™ : "https://w3id.org/idsa/core/",
"idsc” : "https://w3id.org/idsa/code/"

h
“@type” : "ids:Broker”,

"gid” : “http://localhost:88868/",

Figure 7 Description Request Response
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3.2.2 Register/Update Connector

The multipart message header should be ConnectorUpdateMessage and the payload should

be JSON-LD format connector metadata. (Figure 8)

* register/update connectur

POST lecahoscSlS0Anfranrucure
" bBody @
form-data »www-Tformr-uriencoded ® row Drary
migoert
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]
]

--magpart
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Figure 8 Register/Update Connector Request
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The response should be a MessageProcessedNotificationMessage without payload. (Figure
9)

1 --WD3kKgcZoPn-P16KvLBcmSSxjrxfltevacds

2 Content-Disposition: form-data; name="header”

3 Content-Type: application/ld+json

4 Content-Length: 2286

6

7 "@context” : {

B "ids™ : "https://w3id.org/idsa/core/”,

g "idsc” : "https://w3id.org/idsa/code/”

9 1,

11 | "gtype” : "ids:MessageProcessedNotificationMessage”,

12 "@id” : "https://w3id.org/idsa/autogen/messageProcessediotificationMessage/e3bed6cf-7d4f-4f33-8Bc12-55b5c811ad22”,
13 "ids:correlationMessage” : {

14 "@id" : "https://w3id.org/idsa/autogen/connectorUpdateMessage/cefd442c0-039c-4f46-BbfB-3c451347bc32”
15 1,

16 "ids:issued” : {

17 "@value™ : "20821-84-28T12:13:13,137+82:80",

18 "@type” : "http://www.w3.org/2001/¥MLSchema#dateTimeStamp™

19 f

28 "ids:issuerConnector™ : {

21 "@id" : "http://localhost:8688/

22 f

23 “ids:senderAgent” : {

24 "@id" : "https://www.ilals.fraunhofer.de”

25 »

26 “ids:securityToken™ : {

27 “@type” : "ids:DynamicAttributeToken”,

28 "@id” : "https://w3id.org/idsa/autogen/dynamicAttributeToken/5c617fT4-B44f -decc-aB42-d7499fd70b39",
29 "ids:tokenValue” : "eylBeXALOLIKVIQLLCIraW(i0ilkZWZhdWxBIiwiYWxnIjolULMyNTY1TQ

. eyJzY29wZXML0Ls1aWRzYzpIRFNFQBIOTKVDVEISXEFUVF IIQLVURVNTQUxMI18s ImF1ZCI6InLkc2MG6SURTXBNPTKSFQIRPULNTQUMI iwia
pRMUSERXhOekFATmprPSIsIrVAcCIEHTYxOTYwNzQ3Mywic 2V dXIpdHLOcrOmakx LI joiaWRz Y zpCOVNF XBNPTK SFQ1RPULSTRUNVUK LUWVSQ
HBzO1BvdzNpZC5vemcvakRzY593b258ZXhBcySib258ZXhBLmpzb255ZCIsInRyYWSzcGOydENLcnRzUZhhMIU2I joi MGV INZNKYzZBLYmNIMDK
0303034603NEOKEY0IhCO cy0in20kIGOmt LeWlkokNCOIhDOkMIOKI 2099107 50KES0F T ZOKEZOKNCOIE10kFCDIEI0IUWD] IGOKU20IY10]
-RITGlvafCynAUBIVpcGUd6zkdLz TeX ImX jmIsqfQOCSpFBuUCRgWMEHNHBN Xi34K zHyNIwLLr fERLLSvpC5Fg_gkQXEQgbesSvew_tclzxlg
-cRSoHsR_knuvSwALBbcuEYT13Fz jtKFBNHaRGaQdmGTO Lomak - pBPYUa2 twOTizymeXpKBHUe 1D - DrVgc TtelQ™,
"ids:tokenFormat”™ : {
"@id" : "idsc:IWT"

L L L
iy

“{ds:modelVersion” : "4.8.37,
"Location” : "<http://localhost:B886/connectors/541268824>"

1
- -WD3kKgcZoPn-Pl6XvLBcmSSxirnf LEEV4Ca5--

L L L L L L
0 =i &h L B L

Figure 9 Register/Update Request Connector Response
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D3.3 — Open-source data broker

3.2.3 Unregister Connector

The multipart message header should be ConnectorUnavailableMessage and the payload

should be empty. (Figure 10)

* unregister connector

POST locahos t BI80Nfrannc e
) Body @
form-data wwwww-form-arlencodesd ® raw binary

PG T
! (Cootent-Type: applicationfjson; charsetsutf-g
1 Contest-Disposition: forn-data; name="header”
‘

lcmtut : {
s h(lm JIw3id. org/\dsa/core/”,
' ) “idsc” 1 “Bteps://vdid.ecg/idsa/code/”

T S | ¢ "ids:ConnectorthavellableMessage”,

ype
| T 1 Thetes: /IwJ\d ?vgllau!wlmlcmuww«u\la&l&smlul),\851 1404 - 440c-b592- 14cOBALIE549"

12 "ids: se(vr\ty

13 konun N

T “ids” : "hrtps:f/wiid.org/ldsa/core/",
Tidsc™ : “https://wdid.org/idsafcode/"

“ids:DynemicAttributetokes™,

dtype” |
" “gld” - Thet I/-!\d org/\dsa/autogen/ynanicAttr ibuteTokon/abaltaos 450 - 40e7 - bibe - dledafblsab2”,

"tds:tokenValve” 1 "eyd8eXALOLIXVIQULC IraWQiOL JEINIhaWxd T iwd YWxnl JorULMNTYFQ
SOy JIY20mTON O LS | VR 2Y 20 IRFNFORIOTKVOVESS XBFUNF 2301 VWRVNTQUSHT 185 InF12CTEIMLKCIMESURTOMP TR SFQIRPULNI QL

PENUTETTHNVER STRCSPS L IVACT 16N TYx0DC INTVxMiwi 2V 3K Jpdhy
HEX01 Bvd N2 C MKM:WOWMWﬂ&WHm
o;owmxouwﬂmmmokmd

LGonSmann LI o1 an@z Y 2 pCQUNT RONFTK STQRRPUTITRUNW
STCTSToRY WS 2COPYIENLCARRUZNMINRT Jo L MGV NN Y B!
1203910 S0KE &0 11 0K E 206NC0 JE LOKF COFLI0 w03 JG0M

vsmmpuoxmlmmm\'zt(w\mu-orwmmt KR L1205 IHA 0aTa2x 3R aNs_si4m6 57N]n_tBdA0E31
fnrmssszbscruxmaﬂcmxmmﬂmmmum TOYP oy 3d 39 X0y XScBUrATscIonPYSCYEs- 181714

“lds:tokenFormat” : {
} ‘Pie” 1 "idscr Tt

- {ds: senderhgent” | (
s “pid” @ “http:/)/exanple.org”

wa affectedConnector”

: {
“0id™ : "https:/fbroker.ids.isst. fraunhofer de/”

» ids:modelVersion™ 1 "4.0.07,
] “ids:igsued” ;
"Qvalu=" 1 T2621-03-10717:33;26.108+01:00",

) “Ptype” & “hrtp://www vl org/ 2081 /M SchenatdateT ineStang®

“ .
3 “Lds:lssunrConnector” : (

3 “9id” : “https://broker.ids.isst, freunhofer.de/"
- )

" )

L cenSgpart--

Figure 10 Unregister Connector Request
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D3.3 — Open-source data broker

The response should be a MessageProcessedNotificationMessage without payload. (Figure

11)

1 ---CzvI2Z3Tkirk6mi SWSSS8E781170d x FROUBY

I Content-Dispositioa: form-data; name="header”
i Content-Type: applicatiom/ld+jscn

5  Content-Length: 2228

Qcmtext = {
B “ids” https://ﬁBiﬂ.ngiﬁsa/m&'ef’.
“idsc” : “https://w3id.org/idsafcedef”
1
“gtype” : Tids ocessediotificati e
“§d” : "https:f/w3id.orgfidsajauty ocessedNotificati /97T86be2 -a525-4175-5815-88f5bB42e367",

Tids: cofrelanoﬂ'essage 8
"@id™ : “https:/jw3id. org/utsalaatogen,cmnectnﬂhwall&lzﬂessage/“ﬂnsl 14e6-44ac-b392- 14964535540

1.
“ids:isswad” : {
“@value” : "2821-84-28T12:22:22.755+82:06",
“gtype” : "hito://wws.w3.0rg/2681/ XML SchemadateTineStamp”

1.
“ids:issverConnector™ = {
“@id” : "http://localhost:8688/"

1
“ids: senderAgent 0
“@id” : "https: Hm iais.fraunbofer.ce”

.
“ids: secur\tyToken
Qtwe' : Tids: Bynmdtmbu;e‘fdcen
'Cl.d “https:/jw3id. orgI\dsa/aatogen/ﬂynmdttnhuteToken/Sachm -dafa-4335-2372-3¢6343132e18",
25 “ids:tokenValve” : -eyI8eNALOR JKVIQLLCIraWQLOL TKIWZhRxET i VitnI S0 ULMNTYL ]

. eyI229% NN 01 siakRzY zp JRFNFQB90TRYDVESSXBFUNF I JQLVURWN A QUM 185 InF 17C I 6 IaLkc 26 SR TXBNE TR SFQIRPUINTQUXM T iwiall
PRMUSERKhOSKF ATmpe PSTSIAVACCIENTYOTValz3¥ywic2V3dX JpdHl Gondmnaidx LT joi 2hRzY 2o QUNFNBNP TR SFQ1 RS STRUNUK LUWVOOU
BZWMMESMVMQWW F0258DXhEmpzb25sZLISINRYYWSZCCOydENLCaRZUZRAMFUZT JoIMGYINZNKYZE 1 YAN jHDK 3
070307AB0INECKEYOThCO3cy0I020k IC0mt LW LkDkNCO 2DCKM 30k T 20 35203 S0KE 403 1 20KE20KNCO € 10kFCD I E30 10wl 3 360kU20 ¥ 2050
-RITGALvaFCynAUS ipcGids 2k ALz TeX InX JRI sqFQ0CSpF BuCRgMEHRHSN: K1 34K zHyN Iwl L r FER1L SypCSFq_gkQKEQgbeSSvsw._tcilzxlgh:
-CRSoHsR WM%CMBFZJWWW{)LWk PEPYUaZtvOT izymeXpXaHlie 30 -DalocT L),

“ids:tokeaFormat™ : {
“@id” : Tidsc:IWTT

3 “{ds:modelVersion” : "2.6.3"
---CzvI2Z3Tkirk 6 SWSS485781 1704 x FROUBg- -

Figure 11 Unregister Connector Request Response
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D3.3 — Open-source data broker

3.2.4 Update Resource

The multipart message header should be ResourceUpdateMessage and the payload should

be JSON-LD format resource metadata. (Figure 12)

+ update resource

POST wcnlhosz SOk saruc e
i Boy @
form-aatn e tormmeurie ncode o . row bnary

nagpart
Content-Typa: spplication) fsen; charset=utf-§
Content-Dlspeaition: feem-futa: nane="haoder”

“peontext” : |
“ids® : “httpa://w¥id. orp/idsalcore)”,
"idue” ¢ TSttps:/fYid.org/idse/code/"

g Iltyu : "ids:Rebourcetpdateessage”,
1 Jgd” - “hetps://wdid, wgl\duleutow,fvnwnmatmwnmw -b152-4c 78273 FiSatltc Sate”,
s seafuyt on” o
“Bcontext™ {
4 "1ds° : hlu\-s:ll-)w.oru/\dulcwtl ¥
“idsc” 1 “Sttpsi/ MONd.org/idse/code/”

Stype” @ “igs:DynanicAttriboteToken”,
.-d' 'ht l/-!u org/ Wdzy 'au(wmldynmdnum!e-mulmfm 6705~ 4699 b525-bd10F9e592e4",
“1tscrekenia 1 "oy 20eXAL0L XVIQLLC Ir sWOLOL TR DTAdBT Lk YabenI JoUAMNTYA £
quvzm-olvmzv:pnmomruwmsstmmlmfw-xnmv.zuexm:.nsmrwnsxom
TrpBNU 16T TANVEF STWCIPS T £ I cC IENT Ve DDCINTYaM bl 2V A pdN 1 Qonanaite LT jol ¥Rz Y 2pCOVWFAENP TR FQIAPY]
AhSdEE2 L Bvd NP2 CSvonc v 2 YSS 102582)INBC Y5 182 5ADMBLApE2 5220 15 InRy YWS2 CCOy CEN LenRzL2bAM JU2T JoLMC,
J103G50 T30 1480 INEDK Ey0 1 hCO 1 Cy0 19208 I00mt Lew L ADRNCO ThOOMM I T 2019 104 SOME 40 E20AE 2ONCOJE 100F COJE:
NS ZRG000 LBO 1F Sw MDCuIehGTUF v LCOMPLFYOT 30075801 gyCkal Lk E1I05 T caInin 38X Lahs_sidné ) ™On_2B&d
vnrm)bgzr:r?mmmc SKBICFWINVLAT Y ANTERA 1pulF JOBbES TWN,)BMWKWA]KRWY‘G” u
"Lde: tekenfornat”
1 Bat = “idsci 1T
: )

1
"lds senderAgent” - {
“#idT - Thirg: Hnnolt org”

L
"idncaffectotRescurce” ¢ |
"Bld” : Thttes: /.‘-HC u'l\luloulq-‘hnuur:tlﬂs’u)o SUIA-ASTF-BOF6- 23T 4T dadadfs”

|$x aaklwnlo- : "0,

1 i
Y “gvalue” *2021-03-10118:95:43, £55+01:00°,
I3 Btyse” : “http: [ fwee, W), org/ 2001/ 0L Scheraddete ] ineStamp”

ids: isswerConmector” 1 {
"Md” 1 “httpas Hbroher Wds. isst. Framhofer . de/*
]
)
19 --pegpert
10 Costent-Tyse: applicetion/json
41 Content-Tnspesition: form-cata: nanes’payload”

(
14 “Scomtext” 1 [

Figure 12 Update Resource Request
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D3.3 — Open-source data broker

The response should be a MessageProcessedNotificationMessage without payload.
(Figurel13)

1 --cxW4Kz11FNOTALXsV3Y_Rk995xyoz5

2 Content-Disposition: form-data; name="header”

3 Content-Type: application/ld+json

4 Content-Length: 2387

(

7 "@context” :

B "ids" : "https://w3id.org/idsa/core/",

g } "idsc” : "https://w3id.org/idsa/code/”

18 "

11 | “gtype” : "ids:MessageProcessedNotificationMessage”,
12 "@id" : "https://w3id.org/idsa/autogen/messageProcessedNotificationMessage/7d93ad52-0dbB-4bba-a%89-1c45b2384ech”,

13 "ids:correlationMessage” : {

14 "@id” : "https://w3id.org/idsa/autogen/resourcelpdateMessage/74dd75b8-b152-4c74-8273-T65a686c5a%C"
15 .

16 "ids:issued” : {

17 “@value™ : "2021-84-28T12:15:43.839+62:808",

18 "@type” : "http://www.w3.org/2001/¥ML5chemat#dateTimeStamp”

19

"{ds:'\ssuer[onnector" HE
"@id” : "http://localhost:B686/"

"{ds:senderﬁgent" HEN
"@id” : "https://www.ilais.fraunhofer.de”

“ids:securityToken” : {

“@type” : "ids:DynamicAttributeToken”,

"@id” : "https://w3id.org/idsa/autogen/dynamicAttributeToken/b5f61818-6b7a-4fdc-BB63-74d5a6caTB6a”,

"ids:tokenValue™ : "eyJBeXALOLIKVIQLLC IraWQioikZWZhdWxBIiwiYhxnI jolUTMyNTYLTQ
. ey1zY29wZXMi01siaWRzYzpIRFNFQB90TKVDVEISXBFUVF 1 JQLVURVNIQUXMI18s ImF1ZCI6ImLkc 2M6SURTXONPTKSFQIRPULNTQUXMI Lwial
pRMUSERXhOekFATmpr PSIsInV4cCIEMTY xOTYwz03Mywic2V idXIpdHLQcmOmakix L1 jolaWRz Y zpCOVNFXBNPTKSFQIRPULSTRUNVUK LUWVSQ!
HBzO1BvdzNpZC5SvemovakRzY59]b250ZXhBcy9ib2582XheLmpzb25sZCIsInRyYWSzcGIydENLenRzU2hhMIUZ I ol MGV INZNKYZBLYmNJMDk:
0§030jAB0INEOKEY0FhCO cyDig20kIG0MmE el LkOKNCOFhDOKMI0kI 2039103 c50KE4DI L z0kE20KNCOIE10kFCOIE30 UW0] JGOKUZ03 Y1051
-RITGlvafCynAUBVpcCUd6zkdlz TeX ImKjmIsqfQOCSpFBUCRgWMEHNHBNT X134KzHyNIwLLr FERLL SwpCSFg_gkQXEQgbeSSvsw_tclzxOgl
-cRSoHsR_knuvSwALBbcuEY713Fz jtKfBNHaRCadmGTO Lomak - pBPYUa2 twTizymeXpKBHUe 1D -DeVgcTtclQ",

"ids:tokenFormat”™ : {

"@id” : "idsc:IWT"

P P P P P Fd P [ P T
MDD O LR e L G

1
“ids:modelVersion™ : "4.8.37,
"Location™ : "<http://localhost:B6B8/connectors/5412608824/14B7174679/-715517746>"

A L L L L L
N Lar e @

L
¥

w
iy

1
- -cxWdKz 1IFNOTALXSVIY_Rk995xy0z5--

o
)

Figure 13 Update Resource Request Response
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D3.3 — Open-source data broker

3.2.5 Unregister Resource
The multipart message header should be ResourceUnavailableMessage and the payload
should be empty. (Figure 14)

» unregister resource

POST localhost:B080/infrastructure
(1) Body @
form-data w-www-form-urlencoded ® raw binary  Text
1 --msgpart
2 Content-Type: application/json; charset=utf-8
3 Content-Dispositicn: form-data; name="header™
4
E "@context” : {
7 "ids" : "https://w3id.org/idsa/core/”,
B “idsc™ : “https://w3id.org/idsa/code/”
9 L
¢ | "gtype” : "ids:ResourcelUnavailableMessage”,
11 "@id" : "https://w3id.org/idsa/autogen/ResourcelnavailableMessage,/74dd75b8-b152-4c74-8273-f65a6B86c5a% ",
2 "ids:securityToken” : {
13 “@context™ @ {
14 "ids” : "https://wiid.org/idsa/core/”,
15 "idsc” : "https://w3id.org/idsa/code/”
16 1,
17 “@type” : "ids:DynamicAttributeToken™,
18 “@id" : "https://w3id.org/idsa/autogen/dynamicAttributeToken/208abfaBb-6709-4659-b525-bd16f9e592e4”,
19 "ids:tokenValue” : "eylBeXAL101IKVIQiLCIraWQi0iIkZWZhdWxBIiwiYHxnIjolULMyNTYLFQ

. ey1zY20wIXMi0lsiaWRzYz pJRFNFQBIOTKVDVEISXBFUVF 1 JQ LVURVNQUXMI 185 ImF1ZCI6ImLkc2M6SURTXONPTKSFQIRPULNTQL

RRAAILQTVORLFATIRNPSISIFVACCIGMTY XOTYwWODAINLWLc2V]dXIpdHLQcmOmakx LI joiakRz Yz pCQVNFXBNPTKSFQIRPUTITRUNVL

HBzO1BvdzNpZCSvemowakRz YS9 ib256ZXhBcydib258ZXhBLmpzb255ZCIsInRyYWSzcGOydENLcnRzUZhhMIUZT jolMGVINZNKYZB1

070303480 NEDKEY0FhC0icyD 20k 1G0mt LeWlkDkNCOFhDOKM30k I 20§9103c50kE40] 1z0kE20KNCD E10kFCOIE30 UW0] JGOKL

-0GyulL986LgAGT1sLdSHdcWNEX LaTuCVCdFKSx4R_6mkI2tyj7Kz7 - 71LaUt9QDKZ_3LnYXGvEw-uELBtLzIf TWVBA91i-KuEZ9-ti

- 55yMkF3Bg1UVBDD1b%isgoinul9sMel jAxre_YBkdPPHZEebz EFabr65Gf ad4fBOHFUr Lvc1M6mIVy TtTkIjCmiBjUZ51s6E3Quany]
“ids:tokenFormat™ @ {
"@id" : "idsc:IWT”

"{ds:senderﬁgent" HE
"@gid" : "http://example.org”

"{ds:affectedﬂesource" HE Y
“@id" : "https://w3id.org/idsa/autogen/resource/2857062a-0024-4971-BBf6-23f4fdedadf5”

L
“ids:modelVersion” : "4.8.87,
"ids:issued” : {
“gvalue” : "2821-83-18T18:09:43.693+81:00",
“@type” : "http://wew.w3.org/2001/XML5chemagdateTimeStamp™

"{ds:'\ssuer[onnector" HE
"@id™ : "https://broker.ids.isst.fraunhofer.de/"

Lk L L L Ll Ll Ll Ll Ll Ll P P Fod P o Pl o Pl P fod
O G0 ) Oh LN R L P S D D D ) O LR L P

--msgpart--

Figure 14 Unregister Resource Request
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D3.3 — Open-source data broker

The response should be a MessageProcessedNotificationMessage without payload. (Figure

15)

7_ADNIZSTyE20YAF UM

(mmt nupos\ucn forn-data; nanes"header”
Content-Type: appl\uuo«/wqm
Content-Length:

(
“contest”

: {
“ids” : “mttps:/fwdtd.org/tdsa/core/",
“idsc” 1 “https://wdid.ecgfidsa/code/”

lim:' “ids1MessageProcessedioti ficat icaMessage”,

LT 2 Thetps: Wt orglwuhuloonlntuoﬂlotnml\N(o\tlm'iuw/m7 €37+ 8100 adcT-531096331796",

"1ds: cwrelati onNessage”
“BldT & Mttps://w3td, ug/\ua/n(ogmlhuom(wa\lwlc&swe/"ddﬂbe -B152-4¢T4-8273- F650686¢5a00"

\ds \swed
a - 2!2! B4-20713:85:49.424+02: 68",
ype” 1 “hits: [ o 3, otollhllwnﬂnnw

ids: lmr(mmt R ¢
“#ld” = “artp: Hlaulmn [T

“las: vesderAgent” ;[
“Pid" @ "attps: li-u iels. Fraumsofer.de”

l\cs rsecurityToken” : {

Btype” : Tids: Oymuur\buu'oku

"pid” @ “mtrps:/fw3id. wq/mn/utomlmnan\dtumuurdmfmfm Gaco-4488-2dB2-2bd1e2156238°

“ids:tokesValos" : " ey MeXAT0T IV IQTLCIr sWOLOL Ik IMZhaa 0 1 iwi YMun I Soi UMy NTYLFQ

-2y JTV20uTAL 0L L a2 V7R IR PN OESCTKVOVE BSNBFUNE ) 0 LVURVINOUMT LS I 12016 InLkc M SURTHRNP TR SFQIRPULNFQUT Ll annz)

pref SEUT ek 1Y TNCOPS [ IV LOMTY RO TY M TSN Ll c 2V 34X Dpdi 1 Qomlinaii 11 joi sz Y zpCOUNE XONS T SFQ1RPUT STRUNVUR LWV SQU 9(
WMUIW(MMINONWYD’R;‘Itbmlmlmb?iﬂ(lilnﬁ,WSuC‘)ythMlxﬂ)hMj(ﬂ!kuﬂlklﬁvnl'ﬂ‘]mu’ﬂ‘
03030 FA00METKL. 03cy03p20k 2e0mt U 0FhOORMIOKE 203930 3CI0KLA03 1 20k E20NCO T E 106 F COFE 3TN0 J IGO0 3Y203Q207

~SYANFQHBRA T LHGS IV COC PDANAOUS £ ZE: nm BLeviKTSICTvverRul ] -glod_PBemawsVoltipgivBaIFrGEsIgl YRV L
RFM!UQMM]!JGYPM(MWI ¥raS Ozl Julaalyvich zySLTEMDQOYEXS JoW -DyRAmitVy C205gpES - WY YInNa1]
“ids; lo&nftmol {
1 "idsc: m

}
1

idsinodelVersion™ 1 "4,0.3"

- UMGMUDGA_XScsw]_AZKIZS Ly 2eVoF v - -

Figure 15 Unregister Resource Request Response
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D3.3 — Open-source data broker

3.2.6 Query
The multipart message header should be QueryMessage and the payload should be a

SPARQL query. (Figure 16)

* query message

POST locaihos t OO ANt amructure
o Bady @
form-tats wavwwlormruriencoded % vaw binary
| rEQpart
Content-Type: application/jsan

(
8 kmuat

Content -Disposition: form-data; nane="header”

s 4
Tude” @ Thteps:/AaMd.org/Ldsajcoce/”

T "herps:f/w3id. uoluulcm!
)‘lm' © “dsQueryhes

27 2pCOVNEXPTRSFO R

s | sage” .

1 'ﬂ.ﬂ = “https: S 3kd. a:qllmntum/wmwldmnni 7568 3636 9830 22070196cebc”

2 “ds: umrlt"Toun $

) “Qtype s DynanicAttributeToken”,

4 ’ “hteps: [ Wil ornlllulnlowﬁlwwlmlrUuu‘mnlnﬂh!”—mh Le£f DI2N f27a02240a° ,

5 “ids:tekerFormat” L

“glg” : “idsc: T
Uda:tokenvalue™ @ "eydBaXALOLIRVIALCIrawQE00 TR M BT Lk YilenT JOLUAMNTYL I
n)lY}NMthlMAVIuWI'WﬁMKWJ)O\MMVWIlhlnﬂlﬂéll‘.hﬂdﬁll’mﬂnww
RRIEIUGTVOS LFATIANP ST € I dc CTENTYROTYuODA WA, Tl Qonnuntx LT jol s
thnacmvmmmum«w usanmwns«.zv:mmmmcwxmmw 1jolmivin
o;om{notusouzewm mqmnomuv ‘Jnnonm mtcsmsmumsmnsﬂ FLOIE 30 fum
L SaeL GLASRICNEX L7 OV EF K3 adk T2ty a7 - Tiaut LAY ICwEu - GELOTLZIFTWERL - Kl

;sw!qxwmmumnmm\wu VO TE e 2EFaty 6501 a4 TV INEATVY TEILD JON IS 146E

5] !hh:unlnhcn =% W ¢

1 “eLdT : Thetp:) fenanple.org”

(ds:sateiVersion” : "4.0.07,

Ja Tl issund” &}

mlue™  "2800-04-23T16:00:57.7R1+02: 00"

"lype” & Thitp: | Nwverowd or g/ 2061 08 Schonabdate TS tang "

3 lu-:'uwu(om-(!nr' -

9 0T : ThMtpec [/ vest conmector de/”

) .

n 1t

| o

. part
] Cmtnl Type:

4 Conteot-Dispasition: form-date; neme~"peayloed

iix%(

'-. li.d\:omﬁmp :{
“idneALL

text/plain

40 PREFIX Uda: <https: g‘-hd argfidee/coce/>

1 SELECT M Mp
1 —-ragpart--

To W€ s » udscheseorce . )

Figure 16 Query Request
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D3.3 — Open-source data broker

The response should be a ResultMessage and the payload should be the result of the
SPARQL query. (Figure 17)

--NeAedHr iCKcot4W- pAhtCdi3eCUF9epBQigRISN
Content-Disposition: form-data; name="header”
Content-Type: application/ld+json
Content-Length: 2169

"@context™ : {
"ids™ : "https://w3id.org/idsa/core/",
"idsc” : "https://w3id.org/idsa/code/”

,
| “@type” : "ids:ResultMessage®,
"@id" : "https://w3id.org/idsa/autogen/resultMessage/9e588e3c-61f4-4603-bafe-06555ceB63f7",
"ids:correlationMessage” :
“@id™ : "https://w3id.org/idsa/autogen/queryMessage/dbb77622-7568-4630-9830-aab7b196eebc™

1

"ids:issued” : {

@value™ : "2621-84-28712:20:28.191+62:00",

"@type” : "http://www.w3.0rg/2001/XMLSchema#dateTimeStamp”

“{ds:issuer(onnector" e ]
“@id" : "http://localhost:8688/"

1,
“ids:senderAgent” : {
“@id" : "https://www.iais.fraunhofer.de”

"ids:securityToken™ : {
“@type” : "ids:DynamicAttributeToken™,
"@id” : "https://w3id.org/idsa/autogen/dynamicAttributeToken/1355be1-ee20-46dd-8b2d-ddd2460a4fde”,
"ids:tokenValue” : "eyJ8eXAiO1IKV1QiLCIraWQiOiIKZWZhdWxBIiwiYWxnIjoilUIMyNTYifQ
.eyJzY29wZXMi0ls1iawWRzYzpIRFNFQBIOTKVDVESSXOFUVF I JQLVURVNTQUXMI1OsInF1ZCI6Imlkc2M6SURTXONPTKSFQIRP!
PRMUSERXhOekF4TmprPSIsImV4cCIGMTYXOTYwWNZQ3Mywic2VidXIpdHlQcm9Imakx 11 joiaWRzYzpCQUNFXONPTKSFQIRPULY
HBzO18vdzNpZC(5vemcvaWRzYS93b256ZXhBcy2ib258ZXh8Lmpzb25sZCIsInRyYWSzcGOydENLcnRZUZhhMIU2I joiMGVINZ
03Q303jAB0INEOKEY0jhCOjcy0jg20k ICOmt LeWlkOkNCOFhDOkM30k1203g10jcSOKE40F1z0KE20kNCOFE10kFCOIE30 UWO
-RITGalvafCynAUBjVpcGUd6zkaLz7eX InX jmIsqfQOCSpFBUCRGWMEHNHONr X134KzHyNIwLLr FER1LSvpCSFq_gkQXEQgbe
-cRSoHsR_knuvSwALBbcuEY713Fz jtKfBNHaRGaQdmGTOLomak - p8PYUa2tvOTizymeXpK8HUeID-DmVgcTtelQ™,
“ids:tokenFormat™ : {
"gid” : "idsc:IWT"

AG 00 O WY S G N DD 0D O L TN DD 00 O G

IO I PO BT NG R NG BT PO R b 3 b 13 b e

1,
"ids:modelVersion™ : "4.8.3"

- -NeAedHriCKcot4W- pAhtGdi3eCUF9epBQigR SN
Content-Disposition: form-data; name="payload”
Content-Type: text/plain

Content-Length: 78

8
g

P

?2s ?2p
<http://localhost:8086/connectors/541260824/1487174879/1538291463>

NN

- -NeAedHriCKcot4H-pAhtGdi3eCUF9epBQjgR 5N- -

WEuN=o

&b

Figure 17 Query Request Response
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3.2.7 Rejection
The above responses are all successful responses. If anything in the request is not correct, a
rejection message will be sent in the response from the Open-source Broker. For example, if
the security token is not valid, there will be a rejection message with “Error processing token”
in the response. (Figure 18)

---Vj6M6kmSeSsLkijU67A2TI5XvGgpXLug
Content-Disposition: form-data; name="header”
Content-Type: application/ld+json
Content-Length: 2260

“@context™ : {
"ids” : “https://w3id.org/idsa/core/",
"idsc” : “https://w3id.org/idsa/code/”

18 1,
11| “gtype” : "ids:RejectionMessage”,

2 “@id” : "https://w3id.org/idsa/autogen/rejectionMessage/edB633a9-dfBf-4cca-aBed-9f53c4faBe91”,
"ids:correlationMessage” :

“@id” : "https://w3id.org/idsa/autogen/connectorUnavailableMessage/44133851-14e6-44ac-b592-1dc964b36549"

*{ds:issued” : {
"@value™ : "2821-84-28712:21:49.255+62:00",
"@type” : “http://www.w3.0rg/2001/XMLSchema#dateTimeStamp™

*{ds:issuerConnector” : {
"@id” : "http://localhost:8688/"

"{ds:senderAgent' sif
“@id" : "https://www.iais.fraunhofer.de”

'{ds:rejectionkeason" i
"@id" : "idsc:NOT_AUTHENTICATED"

“ids:securityToken™ : {

“@type” : "ids:DynamicAttributeToken™,

“@id” : "https://w3id.org/idsa/autogen/dynamicAttributeToken/41d68598-508c-44ac-8539-49598e391f19",

"ids:tokenValue” : "eyJBeXAi101JKV1QiLCIrawWQiOiJkZWZhdWxBIiwiYWxnIjoilULMyNTY1fQ
.eyJzY29wZXMi0Lls1aWRzYzpIRFNFQRIOTKVDVEISXOFUVF IJQLVURVNFQUXMILOsImF1ZCI6ImLkc2M6SURTXONPTKSFQIRPUINFQUX
PRMUSERXhOekFATAprPSIsImVAcCIGMTYXOTYwNZQ3Mywic2VidXIpdHlQcnOmakx 11 joiaRzYzpCQUNFXBNPTKSFQIRPULITRUNVUK
HBzO18vdzNpZCSvcmcvahRzYS9ib250ZXh0cy91b256ZXh6Lmpzb25sZCIsInRyYW52cGIydENTcnRzUZhhMjU2I joiMGVINZNKYzZBLY
03Q303A80 NEOKEY03hC0jcy0ig20k IGOmt LeWlkOkNCOIhDOkM30kI203g10jc50kE401z0KE20kNCOIE10KFCOFE30jUWOIGOKU2
-RITGmlvafCynAUBjVpcGUd6zk4Lz7eX InX jmIsqfQOCSpFBUCRGWMEHNHONr X134KzHyNIwLLr FER1LSvpCSFq_gkQXEQgbeSSvsw_t
-cRSoHsR_knuvSwAL8bcuEY713Fz jtKfBNHaRCaQdmGTOLomak - pBPYUa2 tvOTizymeXpKB8HUeID-DrVqcTtclQ™,

“ids:tokenFormat™ : {

"@id” : "idsc:IWT"

“{ds:modelVersion” : "4.6.3"
---Vj6M6kmSeSsLkijU67A2TI5XvGgpXLugq
Content-Disposition: form-data; name="payload”

Content-Type: text/plain
Content-Length: 23

44 Error processing token.
45 ---Vi6M6kn5eSsLkijUBTA2TI5XvGapXLug- -

Figure 18 Rejection Response

3.3 REST Endpoints

The Open-source Broker also provides optional REST endpoints. The theory behind it is to
put the required fields in multipart header to the header of the REST request, such as ids-
securityToken, ids-senderAgent, ids-modelVersion, ids-issued, ids-issuerConnector, etc... and
keep the multipart body in the body of the REST request.
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4 Deployment

In this chapter, we will provide guidance how to deploy the software on a server. We'll
create docker images for each Open-source Broker components and run the corresponding
docker containers in the same docker-compose environment so that each component can
communicate with each other internally.

The Open-source Broker consists of three components:

- broker-core
- broker-fuseki
- broker-reverseproxy

The broker-core component is the main component of the Open-source Broker, which is a
Java environment running the Maven package of our code. The broker-core component will
take requests from broker-reverseproxy, handle requests using the same handlers we
mentioned in Chapter 3, and use APIs that broker-fuseki provides to either read or write in
the Fuseki triple store.

The broker-fuseki component is an instance of Fuseki triple store, which hosts all metadata of
the Open-source Broker.

The broker-reverseproxy is a NGINX reverse proxy instance, which hosts the certificate to
provide security connection to our Open-source Broker. It also acts as the gateway to redirect
requests to the broker-core component.

Prerequisite:

- Docker (19.03.13)
- Docker Compose (1.24.0)

4.1 Recommended System Specifications

In this section, we will provide some guidance as to recommendations for the amount of
resources that should be available to smoothly operate the Open-source Broker. The actual
amount of resources required heavily depends on the load. In case of very little traffic, fewer
resources than listed below might be required.

4.1.1 Hardware
2GB of disk space is required for operating the Open-source Broker, though we recommend
providing at least 20GB of free disk storage to avoid running out of disk space with increasing
number of registered items. We also recommend reserving at least 2GB of RAM.

To provide enough processing power for all Docker containers, we recommend using a 64bit
qguad core processor or higher.
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4.1.2 Software
We recommend using a Linux based operating system. However, any operating system with
a Docker installation can be used (tested on Ubuntu 20.04 and Windows 10). More strict
hardware requirements than listed above might apply if a non-Linux operating system is
used.

4.1.3 Other
A valid X.509 certificate, signed by a trusted certification authority, is strongly recommended
to avoid warnings about insecure HTTPS connections. The certificate needs to be of .crt
format and must have the name server.crt. In case your certificate is of .pem format, it can
be converted with the following commands, which require OpenSSL to be installed:

openssl x509 -in mycert.pem -out server.crt
openssl rsa -in mycert.pem -out server.key
mkdir cert
mv server.crt cert/
mv server.key cert/
4.2 Configuring the docker-compose File
The docker-compose file is located in path docker/composefiles/broker-localhost.

The most crucial part of adapting the configuration is to provide the correct location of the
X.509 certificate in the broker-reverseproxy service. Assuming the location of the certificate
is “/home/ids/cert”, the corresponding configuration is:

services:
broker-reverseproxy:
image: registry.gitlab.cc-asp.fraunhofer.de:4567/eis-ids/broker-open/reverseproxy
volumes:
- /home/ids/cert:/etc/cert/
[...]

4.3 Downloading the Docker Images

All of the Open-source Broker docker images are currently hosted at the GitLab of
Fraunhofer IAIS. No credentials needed to download the images. The following command is
for pulling all docker images (in path docker/composefiles/broker-localhost):

docker-compose pull

Note that the docker images will hosted in a Platoon image registry in the future and how to
download the image may change afterwards.
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4.4 Starting up the Open-source Broker

To start up the Open-source Broker, run the following command inside the directory of the
docker-compose.yml file (in path docker/composefiles/broker-localhost):

docker-compose up -d

This process can take several minutes to complete. You can test whether the broker has
successfully started by opening https://localhost. The result should be a JSON document,
providing some general metadata about the Open-source Broker, which should be the same
as Figure 2.

4.5 Updating the Open-source Broker

To update an existing installation of the Open-Source Broker, first repeat the steps explained
in section “Downloading the Docker Containers”. Containers can be either hot updated or
restarted to apply the changes. To hot update a container, run the following command:

docker-compose up -d --no-deps --build <container name>
Alternatively, one can restart the entire service by running:
docker-compose down

docker-compose up —d

5 Conclusion

This deliverable describes how the open-source broker handles the messages sent from
the Connectors and stores the metadata of the Connectors in the RDF triple store. Once
the Connector (data provider) is registered with the open-source broker, the other
Connectors (data consumers) can query the metadata. The deliverable presents the
functions that the Open-source Broker supports and provides detailed description for
setting up, deploying and interacting with the Open-source Broker in the developing
environment. This open-source broker will be extended to handle metadata from Data
Apps in M24 and will be reported in deliverable D3.5, “Marketplace Demonstrator and
Report”.
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