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Executive Summary

This document provides technical information about the PLATOON Marketplace Components
(Deliverable 3.5). The PLATOON Marketplace is a place to search and discover data assets and
services. The Provider publishes the metadata about the data assets and tools it is interested in
offering in PLATOON Metadata Registry. The publishing of metadata happens through the
PLATOON Connector. PLATOON Marketplace will offer a User Interface where all the
metadata will be visualized in a user-friendly manner. By browsing through the User Interface,
one can become interested in acquiring the data assets or services and starting a transaction
process by establishing a Contract Agreement. PLATOON Clearing House mediates between
the Provider and Consumer by ensuring the contractual obligations are met. PLATOON
Vocabulary Provider helps to annotate and describe the datasets in the Marketplace, enhancing
the interoperability. This document includes architectural and functional information about
Metadata Registry, Clearing House, Marketplace User Interface, and Vocabulary Provider.
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1 Introduction

This deliverable reports the design of the marketplace module that implements a common
endpoint to access the data and energy services based on the International Data Spaces reference
architecture. The core purpose of the International Data Spaces is to enable controlled exchange
and sharing of data between organizations — regardless of the type of data. In many use cases
of the International Data Spaces, this is some form of structured data (e.g., measurement data,
product data, or logistics data). Also, other types of (streaming) data are supported. The IDS
Connector allows data owners and data providers to exchange and share their data with other
participants in the IDS ecosystem, as shown in Figure 1, while data sovereignty is ensured at
any time. For PLATOON, the Broker and AppStore are merged into one component called the
Metadata Registry that contains the metadata for both datasets and apps/data analytics tools.
The developed metadata registry supports both approaches IDS Apps (that are implemented
directly into the IDS connectors) and the PLATOON Data Analytics defined in WP4 (that can
be implemented on-premise or as a service). In addition, as part of this task, a Vocabulary
Provider has been developed which manages the PLATOON Common Data Models and other
standard ontologies to enable to understand the datasets/apps metadata. The rest of the
components from the IDS ecosystem shown in Figure 1 have been implemented in PLATOON.
in particular an Identity Provider and a Clearing House developed by Fraunhofer AISEC.

INTERNATIONAL DATA
SPACES

Clearing

Broker
House

Data Space

Usage Usage
Policies Policies
— A B 7 —

IDS s _ DS
Connector Data exchange’and data processing Connector

along the data value chain

—

Data Data
Provider : e 2 Consumer

Vocabulary

Identity
Provider

Figure 1: IDS Ecosystem and components [1]

1.1 Marketplace Overview

The Marketplace is one common endpoint to access the data and energy services provided by a
Marketplace participant to set the foundations for a functional Energy data Marketplace, open
to all relevant stakeholders. This output layer of PLATOON allows the data flow to the
stakeholders, offering different services to the rest of the community: data services (share of
raw and process data) and energy services (energy-specific data analytics tools). The
Marketplace is compliant with the specification defined by the IDS reference architecture. It
will provide functionalities required by each use case based on their specific requirement.

PLATOON Contract No. GA 872592 Page 12 of 70
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Marketplace offers the opportunity to explore data exchange for innovative use-cases without
exposing providers to risks of unauthorized data access.

PLATOON Marketplace comprehends the following IDS components:

Metadata Registry: The Metadata Registry will receive and store metadata describing
data assets (datasets or services) made available by providers.

User Interface: The User Interface will visualize the metadata registered in the
Metadata Registry user-friendly.

Clearing House: The Clearing House mediates between the Data Provider and Data
Consumer by logging the transactions structured into processes to ensure the contractual
obligation are preserved by both parties.

Vocabulary Provider: The Vocabulary Provider manages and offers vocabularies
(ontologies, reference data models, metadata elements) that can be used to annotate and
describe datasets and apps/services. In other words, it provides domain-specific
vocabularies and the IDS Information Model'.

DAPS: Dynamic Attribute Provisioning Service (DAPS) in a given IDS ecosystem
enables the enrichment of organizations' identities and Connectors with additional
attributes. In Marketplace, all other components must incorporate DAPS?. DAPS issues
Dynamic Attribute Token (DAT) to complete the verification process during
communication among IDS components.

1.2 Marketplace Architecture

Marketplace

-~

N

‘ User Interface ]
Y T
Clearing House Metadata Registry >[ Vocab_ulary
prylder
/
/
/
[— —~\
[ IDS Connector } - { IDS Connector
Data Consumer Data Provider

Figure 2: Marketplace Architecture

Figure 2 shows the architecture of the Marketplace. Presume, Company A has acquired some
rare datasets and used them to invent a new technology to store electricity efficiently. Now,
Company A wants to monetize the datasets with other companies without losing control over

!https://github.com/International-Data-Spaces-Association/InformationModel
2 https://daps.aisec.fraunhofer.de/v2/token
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the data. Company A will have to craft the metadata to represent the datasets as a Resource.
Company A should first install a Connector on their IT environment and then register their
Connector to the Metadata Registry. This registration includes information like who owns the
Resource, where to download it, which contracts apply etc. User Interface (UI) reflects this
information in a user-friendly manner. Now Company B, who already has registered their
Connector to the Metadata Registry, browses through the Ul and decides to acquire the dataset
from Company A. In this scenario, Company A becomes Data Provider, and Company B
becomes the Data Consumer in Figure 2. The negotiations between the two parties will be
directly between the respective Connectors of Company A and Company B. Both parties log
their settled Contract Agreement to the Clearing House during the data exchange process
between the Data Provider and Data Connector. Vocabulary Provider is a special connector that
exchanges metadata instead of exchanging data. So it will register itself in the Metadata
Registry. Company A and Company B can send SPARQL queries from their connectors to
Vocabulary Provider through IDS messages and can use the Vocabulary Provider to annotate
and understand the corresponding data assets (datasets/services).

1.3 Information Model and Marketplace

The Information Model®, an RDFS/OWL-ontology, is an essential agreement shared by the
participants and components of the IDS, facilitating compatibility and interoperability. The
primary purpose of this formal model is to enable (semi-)automated exchange of digital
resources within a trusted ecosystem of distributed parties while preserving the data sovereignty
of Data Owners. The Information Model, therefore, supports the description, publication, and
identification of data products and reusable data processing software (both referred to
hereinafter as "Digital Resources," or simply "Resources") in the PLATOON Marketplace.
Once the relevant Resources are identified, they can be exchanged and consumed via
semantically annotated, easily discoverable services. Apart from those core commodities, the
Information Model describes essential constituents of the International Data Spaces, inevitably
PLATOON Marketplace, its participants, its infrastructure components, and its processes. The
ontology and its documentation are published at https://w3id.org/idsa/core.

Programmatic Representation

specific [m— .
P transformation S IDS Information
ntegra n, to ng. NG = reccccccccccceeee- .
CE— i Model Library
Java, Python, C++ shared library E =
Declarative Representation feadback
constraints
——————»| Specification, definition, reasoning |- - - 4‘ < > IDS Ontology
RDF/OWL, SPARQL, SHACL files etc. .
A
Conceptual Representation feedback
S —
Analysis, overview, explanation @ IDS Reference
' ' | . """" S Architecture
generic Document, visual notation (UML) .~.
[ oy W
|
descriptive executable

Figure 3: Representation of the Information Model [2]

All the IDS components need to follow this Information Model for IDS messaging and
communication. Participants of the IDS use the RDF vocabulary provided by the Information
Model as their common language within the IDS. To ensure the correct usage and understanding

3 https://github.com/International-Data-Spaces-Association/InformationModel
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of the vocabulary, validation structures are provided in the W3C Shapes Constraint Language
(SHACL). These so-called SHACL shape graphs can be used to validate self-generated RDF
statements against the Information Model and check if:
e a Connector's self-description is valid;
e aResource is described using the correct metadata terms;
e an HTTP multipart message exchanged between IDS components provides the
necessary information.

The SHACL shapes can be found in the testing subdirectory of the IDS Information Model*.

1.3.1 Metadata Representation in Marketplace

In the use-case scenario described in Section 1.2, the Data Provider or Company A needs to
design the Resource to represent their metadata in the Marketplace. The scope of Resources is
defined in the Resource class® in the information model, and the Resource Shape class®
maintains the SHACL validation. This Resource can be extended by adding more properties
depending on the nature of the data. For example, adding title, language, the publication date
of the metadata. The Data Provider must look at the file, provided here’, that describes the Json
terms to RDF terms of the IDS information model while creating the Resource. To get a more
general idea of the horizons of creating Resources, we recommend checking these examples®1°,
An example Resource will be described in Section 2.1. The metadata represented in the
Marketplace will be in line with the metadata defined in tasks T2.4 and T5.3.

4 https://github.com/International-Data-Spaces-Association/InformationModel/tree/develop/testing

5 https://github.com/International-Data-Spaces-
Association/InformationModel/blob/develop/model/content/Resource.ttl

® https://github.com/International-Data-Spaces-
Association/InformationModel/blob/develop/testing/taxonomies/ResourceShape.ttl

7 https:/github.com/PLATOONProject/Metadata-Registry/blob/main/broker-
core/src/main/resources/context.json

8 https://github.com/International-Data-Spaces-Association/InformationModel/tree/develop/examples

® https://github.com/International-Data-Spaces-
Association/InformationModel/blob/a611f476a9b68d0a7cd519e28fac38c413f13749/examples/TEXT RESOUR
CE.jsonld

10 https://github.com/International-Data-Spaces-
Association/InformationModel/blob/a611{476a9b68d0a7cd5f9e28fac38c413f13749/examples/TEXT RESOUR
CE.ttl

PLATOON Contract No. GA 872592 Page 15 of 70



D3.5 — Marketplace demonstrator and report

2 DMetadata Registry

The Metadata Registry is a registry for datasets and apps/data analytics tools derived from the
International Data Spaces (IDS) Metadata Broker. In contrast to the general IDS Metadata
Broker, the Metadata Registry has been tailored to provide the main functionalities of metadata
handling for Connectors, Data Resources, Apps, and querying for the metadata. This
PLATOON component has adapted the functionality to store metadata of the App hosted IDS
App Store. Combining the functionalities is that there are challenges regarding transferring a
complex App to the App Store or exchanging Apps using Connector. Thus, only metadata of
the App is registered in the Metadata Registry. The important point is that the Broker does not
serve the datasets themselves: querying is performed on metadata only. The feature for handling
App messages sent by the Connectors is added to the previous version of the Broker!! (which
was explained in Deliverable D3.3) to make it a Metadata Registry. The metadata of the
Connectors, Data Resources, and App Resources are stored in an RDF Database as triples.

The Metadata Registry is the main component of Marketplace. It can be used to register, update,
or unregister the Connector or resource (Resource or AppResource) metadata. Self-description
of the Metadata Registry is also available in the Marketplace, and one can query for any
information provided in it. The following list shows the main functions of the Metadata
Registry:

e Description Request: Gets the self-description of the Metadata Registry.

e Register/Update Connector: Registers the Connector if it doesn't exist in the Metadata
Registry or update the Connector if it exists. Users can also include Resources (metadata
of the data) while registering a Connector.

Unregister Connector: Unregisters the Connector from the Metadata Registry.
Update Resource: Updates the information of a particular Resource of a Connector.
Unregister Resource: Removes a particular Resource from a Connector.

Register App: Registers metadata of an App in the Resource Catalog of the Connector.
Unregister App: Unregisters metadata of an App from the Resource Catalog of the
Connector.

¢ Query: Queries the SPARQL triples in Fuseki triple store.

Note that all data in the Metadata Registry is metadata only. The register, update and unregister
of connectors, Resource, and AppResource mentioned above are also related to metadata.

' https://github.com/PLATOONProject/open-source-broker
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2.1 Interaction with Metadata Registry

> Message
Request Response Notification
Message Message Message
Contract Artifact Contract Contract Artifact Contract
Request Request Agreement Rejection Response Offer
Message Message Message Message Message Message

Figure 4: IDS Message taxonomy [2]

The Metadata Registry accepts and sends messages according to the IDS Information Model
explained in Section 1.3. These messages are called IDS messages, and Figure 4 illustrates an
excerpt of the message taxonomy. Request-response interactions between Marketplace
components are reflected by the dedicated subclass of the RequestMessage and the
RequestResponse type. The NotificationMessage subclasses reflect Event-like notifications.
All messages in the Metadata Registry are JSON-LD formatted as HTTP Multipart messages.
Table 1 enlists the possible response codes of the IDS messages. The multipart endpoint of
Metadata Registry is "/infrastructure". If the Metadata Registry is running, an HTTP POST
request can be sent to interact with it. The header should be "Content-Type," and the value
should be "multipart/mixed; boundary=msgpart" as shown in Figure 5. Here the boundary value
can be changed to any value, but it must be the same boundary in the request body.

Figure 5: Header of HTTP API request

The endpoint for the Fuseki server of the Metadata Registry is "/fuseki". This endpoint is
important for the connection setup of the Ul with the Metadata Registry described in Section
4.2.

In the use-case scenario mentioned in Section 1.2, Company A and Company B will use their
corresponding Connectors to interact with the Metadata Registry. Subsections of Section 2.1
will show how to interact with the Metadata Registry, and they will cover all main
functionalities provided by it. Note that the localhost environment acts as the IDS connector to
interact with the Metadata Registry.

Table 1: Response codes of IDS messages

Status Meaning Description Schema
200 | OK Successful ResultMessage
Operation
201 | CREATED Created MessageProcessedNotificationMessage
400 | Bad Request Bad Request RejectionMessage
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401 | Unauthorized Unauthorized RejectionMessage

405 | Method Not Allowed | Method Not RejectionMessage
Allowed

500 | Internal Server Error | Internal Error RejectionMessage

The Postman'? tool is used to test these interactions with the Metadata Registry. The Postman
collections provided here!? can be imported to the tool. As mentioned earlier, it is a must to
incorporate DAPS in each of the components; for successful communication with the Metadata
Registry, a proper DAT is a must to include in the API requests. The following sections contain
sample snippets of all the requests and their corresponding responses'4.

12 https://www.postman.com/
13 https://www.getpostman.com/collections/597148eb7bfca0604623
14 Please import the Postman collection to test the APIs by yourself
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2.1.1 Description Request

The multipart message header should be DescriptionRequestMessage, and the payload should
be empty.

» description request
POST localhost:8080/infrastructure

(1) Body ®
form-data x-www-form-urlencoded ® raw binary  Text

1 --msgpart
2 Content-Type: application/json; charset=utf-8
Content-Disposition: form-data; name="header”

"@context” : {
"ids” : "https://w3id.org/idsa/core/",
"idsc” : "https://w3id.org/idsa/code/"”

[N

10 'étype" : "ids:DescriptionRequestMessage”,
"@id" : "https://w3id.org/idsa/autogen/descriptionRequestMessage/44133851-14e6-44ac-b592-1dc964b36548™,

12 "ids:securityToken™ : {

13 "@context” : {

14 "ids” : "https://w3id.org/idsa/core/",

15 "idsc” : "https://w3id.org/idsa/code/"

16 ,

17 “@type” : "ids:DynamicAttributeToken”,

18 "@id” : "https://w3id.org/idsa/autogen/dynamicAttributeToken/aba2bB90-45bf-4ce7-b3be-b3edafb19ab2”,
19 "ids:tokenValue” : "eyJBeXA101JKV1QiLCIraWQiOiJkZWZhdWx@IiwiYWxnIjoilUIMyNTYifQ

.eyJzY29wZXMi0ls1aWRzYzpIRFNFQB9OTKVDVEISXOFUVFJJQLVURVNFQUXMI18sImF1ZCI6ImLkc2M6SURTXONPTKSFQIRPULH
PBNU16TTNNVEFSTWCOPSISImVAcCIEMTYXODCIMTYXMiwic2VidXIpdHlQcmImakx LI joiaWRzYzpCQUNFXONPTKSFQIRPULITRL
HBz018vdzNpZ(SvemcvakRzYS93b250ZXh8cy9jb250ZXhBLmpzb25sZCIsInRyYWSzcGIydENLcnRzUZhhMjU2I joiMGVINZNKY
030303A603NEOKEY03hCO3cy03a20k JGOmt LeWlkOKNCOFhDOKM30k12039103c50KE40I120kE20kNCOFE10KFCOFE303 U0 IC
.ahkV5zRHGOBp1801F9wIuDCu3ehG7UFVZ1CgMPiFY9fjeQ75A01gyCGKallKk1t1QSIHfoaIm2x38X1aNs_si4m637NIn_zBdAOL
-fItrhwj65uZbscTQ1SUEXRbBayOECSKOICFWIXVbBTY4HT6RAtpu3FJoBbB6_TOYFoyjd3gIDyXScBUrAjscZbnPY6CvI9-1RTI

20 "ids:tokenFormat™ : {

21 ; "@id” : "idsc:IWT"

L
“ids:senderAgent™ : {
"@id” : "http://example.org”

“ids:modelVersion™ : "4.0.0",
"ids:issued” : {
“@value™ : "2021-83-10T17:33:26.168+01:00",
"@type” : "http://www.w3.0rg/2001/XMLSchema#dateTimeStamp”

*{ds:issverConnector” : {
"@id” : "https://broker.ids.isst.fraunhofer.de/"

--msgpart--

Figure 6: Sample description request message of Metadata Registry

The response should be a DescriptionResponseMessage with the self-description of the
Metadata Registry in the payload, as shown in Figure 7.
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1 --VDPULU3yfnfZSUMSrv6gLB77gENGmVGIqP2s

2 Content-Disposition: form-data; name="header”

3 Content-Type: application/ld+json

4 Content-Length: 2276

=

6

7 "@context™ : {

8 "ids" : "https://w3id.org/idsa/core/”,

9 "idsc™ : "https://w3id.org/idsa/code/”

16 ,

11 “@type” : "ids:DescriptionResponseMessage”,

12 "@id" : "https://w3id.org/idsa/autogen/descriptionResponseMessage/611b5dbb-2ec9-4bec-93ca-4857b86ff5bd™,
13 "ids:correlationMessage” : {

14 "@id" : "https://w3id.org/idsa/autogen/descriptionRequestMessage/44133851-14e6-44ac-b592-1dc964b36548"
15 ,

16 "ids:issued” : {

17 “@value™ : "2021-04-28T12:08:59.651+62:00",

18 "@type” : "http://www.w3.0rg/2001/XMLSchema#dateTimeStamp”

19 ,
20 "ids:issuerConnector™ : {
21 "@id”™ : "http://localhost:80680/"
22 ,
23 "ids:senderAgent” : {
24 "@id" : "https://www.ials.fraunhofer.de”
25 ,
26 "ids:securityToken” : {
27 "@type” : "ids:DynamicAttributeToken”,
28 "@id" : "https://w3id.org/idsa/autogen/dynamicAttributeToken/12f21edc-ed4c-4caf-a1f3-3ad236cadesc”,
29 "1ds:tokenValue™ : "eyJBeXA101JKV1QiLCIraWQi0iJkZWZhdWxOIiwiYWxnIjoilUIMyNTYifQ

.eyJlzY29wZXMi0lsiaWRzYzpIRFNFQBSOTKVDVEISXOFUVF JJQLVURVNFQUXMI18sImF1ZCI6ImLkc2M6SURTXONPTKSFQIRPULNFQL
1TXpRMUSERXhOekF4TmprPSIsImV4cCIGMTYXOTYwNZQ3Mywic2VidXIpdHlQcmOmakx1IjoiaWRzYzpCQVNFXONPTKSFQIRPULSTRL
6Imh8dHBz018vdzNpZ(5vemcvaRzYS9ib256ZXhecy9ib250ZXh6Lmpzb25sZCIsInRyYWSzcGIydENLcnRZU2ZhhMIU21joiMGVIN:z
z031103j0503Q303AB0INEOKEy0FhCOjcy0ig20k IGOmt LeWlkOKNCOjhDOkM30k 12039103 c50KE4031z0KE20KNCOIE10KFCOFE30]
-RITGalvafCynAUBjVpcGUd6zk4Lz7eXImXjmIsqfQOCSpFBUCRGWMEHNHONr X134KzHyNIwLLr fER1LSVpCSFq_gkQXEQgbeSSvsw_
-cRSoHsR_knuvSwALBbcuEY713FzjtKfBNHaRCaQdmGTOLomak - pBPYUa2 tvOTizymeXpK8HUeID-DmVgcTtclQ™,

30 "ids:tokenFormat™ : {

31 } "@id" : "idsc:IWT"

}I
34 "ids:modelVersion™ : "4.0.3",
35 "Serialization™ : "Lang:JSON-LD",
36 “elementType” : "BrokerImpl”

38 --VDPULU3yfnfZSUMSrv6qLB877gENgGmVGIqP2s

39  Content-Disposition: form-data; name="payload”
46 Content-Type: application/ld+json

41  Content-Length: 2724

42

43 {

44 "@context™ : {

45 "ids" : "https://w3id.org/idsa/core/”,
46 "idsc™ : "https://w3id.org/idsa/code/”
47

48 "étype' : "ids:Broker”,
49 "@id” : "http://localhost:8688/",

Figure 7: Sample response message of self-description of the Metadata Registry
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2.1.2 Regist

er/Update Connector

The multipart message header should be ConnectorUpdateMessage, and the payload should be
JSON-LD format connector metadata, as shown in Figure 8.
» register/update connector

POST localhost:8080/infrastructure
(1) Body @

form-data x-www-form-urlencoded ® raw binary  Text

1 --msgpart

2 Content-Type: application/json; charset=utf-8

3 Content-Disposition: form-data; name="header”

4

g "@context™ : {

7 "ids™ : "https://w3id.org/idsa/core/",

8 "idsc” : "https://w3id.org/idsa/code/”

9 »

10 “@type” : "ids:ConnectorUpdateMessage”,

11 "@id" : "https://w3id.org/idsa/autogen/connectorUpdateMessage/cef442c0-039c-4f46-8bfB-3c451347bc32",

12 "ids:securityToken™ : {

13 “@context™ : {

14 "ids™ : "https://w3id.org/idsa/core/",

15 "idsc™ : "https://w3id.org/idsa/code/”

16 R

17 “@type” : "ids:DynamicAttributeToken”,

18 "@id" : "https://w3id.org/idsa/autogen/dynamicAttributeToken/aba2b890-45bf-4ce7-b3be-b3edafb19ab2”,

19 "ids:tokenValue™ : "eyl]BeXAi101JKV1QiLCIraWQiOiJkZWZhdWxBIiwiYWxnIjoilUIMyNTYifQ
.eylzY29wZXMi0lsiaWRzYzpIRFNFQBIOTKVDVESSXBFUVF JIQLVURVNFQUXMI1OsImF1ZCI6ImLkc2M6SURTXONPTKSFQIRPUINF(
WIVRZME1ERTVNREEZTOEOPSISImV4cCIGMTYXODC3MTQ10Cwic2VidXIpdH1QcmOmakx1IjoiaWRzYzpCQUNFXONPTKSFQIRPULSTF
6Imh8dHBz018vdzNpZC(SvemcvahWRzYS93b250ZXhBcy9ib250ZXheLmpzb25sZCIsInRyYWSzcGOydENTcnRzUZhhMjU2IjoiMGVLN
z031103Q503Q30jA80INEOKEY0FhCOjcy0ja20k IGOmt LeWLkOKNCOFhDOkM30k1207g10jc50KE40I1z0KE20KNCOFEI0KFCOFE3C
. Sv1VIbpIVNw_PG7jyHOtxAgfRDD7zVZ3bmBhOc3vIjOy53NMpzMUqCKSyJCAS6CxUhmawLnBYBBMOLdPStXXrGEHpTSA2AIa6DY L
-7zPnzHYEXeoor ELwYZLg40XvVf J4wEY7mBrpypg_XVNyCNnOarbj1Ch3Vp32ZnFpLLads56EZ8QiHDELZLL tPBD4DaSEPBOSjKoQ)

20 "ids:tokenFormat™ : {

21 "@id" : "idsc:IWT"

24 "ids:senderAgent™ : {

25 ; "@id" : "http://example.org”

26 ,

27 "ids:modelVersion™ : "4.0.8",

28 "ids:issued™ : {

29 “@value™ : "2621-83-10T17:21:02.301+81:60",

30 "@type” : "http://www.w3.0rg/2001/XMLSchema#dateTimeStamp”

31 ,

32 "ids:issuerConnector™ : {

33 "@id" : "https://broker.ids.isst.fraunhofer.de/"

34 )

35 "ids:affectedConnector™ : {

36 "@id" : "https://broker.ids.isst.fraunhofer.de/”

37

38

39 --msgpart

46 Content-Type: application/json

41  Content-Disposition: form-data; name="payload”

42

43 {

44 "@context™ : {

The response s
Figure 9.

Figure 8: Sample of connector registration/update message

hould be a MessageProcessedNotificationMessage without payload, as shown in
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--WD3kKgcZoPn-P16XvLOcmSSxjrxflt6V4cas
Content-Disposition: form-data; name="header”
Content-Type: application/ld+json
Content-Length: 2286

"@context™ : {
"ids" : "https://w3id.org/idsa/core/",
"idsc” : "https://w3id.org/idsa/code/”

D00~ O W N

1 | 'étype' : "ids:MessageProcessedNotificationMessage”,
12 "@id" : "https://w3id.org/idsa/autogen/messageProcessedNotificationMessage/e3be96cf-7d4f-4f33-8c12-55b5c811ad22”,
13 "ids:correlationMessage™ : {

14 "@id" : "https://w3id.org/idsa/autogen/connectorUpdateMessage/cef442c0-039c-4f46-8bf0-3c451347bc32”
15 ,

16 "ids:issued” : {

17 “@value™ : "2021-84-28T12:13:13.137+02:00",

18 “@type” : "http://www.w3.0rg/2001/XMLSchema#dateTimeStamp”

19 ,

20 "ids:issuerConnector™ : {

21 "@id" : "http://localhost:8686/"

22 ,

23 “ids:senderAgent™ : {

24 "@id" : "https://www.iais.fraunhofer.de”

25 )

26 "ids:securityToken™ : {

27 “@type” : "ids:DynamicAttributeToken”,

28 "@id" : "https://w3id.org/idsa/autogen/dynamicAttributeToken/5c617ff4-844f-4ecc-aB42-d7499fd76b39",
29 "1ds:tokenValue™ : "eyJBeXAi101JKV1QiLCIraWQi0iJkZWZhdWxBIiwiYWxnIjoilUIMyNTYifQ

.eyJzY29wZXMi0lsiaWRzYzpIRFNFQBSOTKVDVESSXEFUVF JJQLVURVNFQUXMI1O8sImF1ZCI6ImLkc2M6SURTXONPTKSFQIRPULNFQUXMIiwia
PRMUSERXhOekF4TmprPSIsImVAcCIGMTYXOTYwNzQ3Mywic2VidXIpdH1lQcmImakx1IjoiaWRzYzpCQUNFXONPTKSFQIRPULSTRUNVUK LUWVSQ
HBz018vdzNpZ(5vcmcvaWRzYS93b250ZXh0cy9ib250ZXh6Lmpzb25sZCIsInRyYW5zcGIydENLcnRzU2hhMU2IjoiMGVINZNKYZBLYmN jMDk
030303400 NEOKEy03hCOjcy0g20kIGOmt LeWLkOKNCOFhDOKM30k 12039103 c50kE40I1z0KE20KNCOIE10KFCOIE30Uw03IGOKU203Y105
-RITGmlvafCynAUBjVpcCUd6zk4Lz7eXImXjmIsqfQOCSpFBuCRGWMEHNHON X134KzHyNIwLLr fER1LSvpCSFq_gkQXEQgbeSSvsw_tcUzx0q
-cRSoHsR_knuvSwALBbcuEY713Fz jtKfBNHaRGaQdmGTOLomak - pBPYUa2 tvOTizymeXpK8HUeID-DmVqcTtclQ”™,

30 "ids:tokenFormat™ : {

31 "@id" : "idsc:IWT"

34 '{ds:nodelVersion' : "4.0.37,
35 "Location™ : "<http://localhost:80808/connectors/541266824>"
37 --WD3kKacZoPn-P16XvLBcmSSxjrxflt6Va4cas--

Figure 9: Sample response of Connector registration/update message
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2.1.3 Unregister Connector

The multipart message header should be ConnectorUnavailableMessage, and the payload
should be empty, as shown in Figure 10.

» unregister connector
POST localhost:8080/infrastructure

(1 Body ®

form-data x-www-form-urlencoded ® raw binary  Text
1 --msgpart

2 Content-Type: application/json; charset=utf-8

3 Content-Disposition: form-data; name="header”

4

5

6 “@context™ : {

7 "ids™ : "https://w3id.org/idsa/core/",

8 "idsc™ : "https://w3id.org/idsa/code/”

9

1
16 | "@type” : "ids:ConnectorUnavailableMessage”,
11 "@id" : "https://w3id.org/idsa/autogen/connectorUnavailableMessage/44133851-14e6-44ac-b592-1dc964b36549",

12 "ids:securityToken™ : {

13 "@context™ : {

14 "ids" : "https://w3id.org/idsa/core/",

15 "idsc™ : "https://w3id.org/idsa/code/”

16

17 “@type” : "ids:DynamicAttributeToken™,

18 "@id" : "https://w3id.org/idsa/autogen/dynamicAttributeToken/aba2b890-45bf-4ce7-b9be-b3edafb19ab2”,
19 "ids:tokenValue™ : "eyl@eXA101JKV1QiLCIraWQiOiJkZWZhdWxOIiwiYWxnIjoilUIMyNTYifQ

.eyJzY29wZXMi0LlsiaWRzYzpIRFNFQB90TKVDVEISXOFUVF IJQLVURVNFQUXMI18sImF1ZCI6ImLkc2M6SURTXONPTKSFQIRPULNFQL
PBNU16TTNNVEFSTHCOPSISImVAcCIGMTYXODC3MTYxMiwic2VidXIpdHLQcmOmakx1IjoiaWRzYzpCQVNFXONPTKSFQIRPULITRUNVL
HBz018vdzNpZC(5vcmcvakWRzYS9ib250ZXh8cy9ib256ZXheLmpzb25sZCIsInRyYWS5zcGOydENTcnRzUZhhMjU2I joiMGVINZNKYZB]
03Q303jAB0INEOKEY0FhCOjcy0jg20k IGOmt LeWLkOKNCOFhDOkM30k120jg10jcS0KE40FIzOKE20KNCOIE10KFCOFE30iUWOFIGOKL
.ahkV5zRHGOBp1801F9wIuDCu3ehG7UFvZLCgMPiFYSf jeQ75A0IgyCKallkk1t1QSIHfoaIm2x38X1aNs_si4m637NIn_zBdAOb3f1
-fItrhwj65uZbscTQ1SUEXRbBayOECSKOICFWIXVbBTY4HT6RAtpu3FIo8bB6_TOYFoyjd3gIDyXScBUrAjscZbnPY6CvS9-1RT71-¢

20 "ids:tokenFormat™ : {

21 "@id” : "idsc:IWT”

22 }

23 ,

24 “ids:senderAgent” : {

25 "@id" : "http://example.org”

26 ,

27 "ids:affectedConnector™ : {

28 "@id" : "https://broker.ids.isst.fraunhofer.de/"
29 1,

30 "ids:modelVersion™ : "4.6.0",

31 "ids:issued™ : {

32 “@value™ : "2621-83-10T17:33:26.168+81:60",

33 "@type” : "http://www.w3.0rg/2001/XMLSchema#dateTimeStamp™
34 ,

35 "ids:issuerConnector™ : {

36 "@id" : "https://broker.ids.isst.fraunhofer.de/"

3% --msgpart--

Figure 10: Sample of Connector unregister message

The response should be a MessageProcessedNotificationMessage without payload, as shown in
Figure 11.
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1 ---CzvI2Z37kimk6miSW5s40B70117CWLXIHROUBq

2 Content-Disposition: form-data; name="header”

3 Content-Type: application/ld+json

4 Content-Length: 2228

2

6

7 "@context™ : {

8 "ids" : "https://w3id.org/idsa/core/",

9 "idsc” : "https://w3id.org/idsa/code/"

16 1

11 | "@type” : "ids:MessageProcessedNotificationMessage”,

12 "@id" : "https://w3id.org/idsa/autogen/messageProcessedNotificationMessage/97fB6be2-a525-4175-98f5-88f5b842e307",
13 "ids:correlationMessage” : {

14 "@id™ : "https://w3id.org/idsa/autogen/connectorUnavailableMessage/44133851-14e6-44ac-b592-1dc964b36549™
15 1

16 "ids:issued” : {

17 "@value” : "2021-84-28T12:22:22.755+02:00",

18 "@type” : "http://www.w3.org/2001/XMLSchema#dateTimeStamp”

19 ,
20 "ids:issuerConnector™ : {
il "@id" : "http://localhost:8080/"
22 1,
23 “ids:senderAgent™ : {
24 "@id” : "https://www.iais.fraunhofer.de”
25
26 '{ds:securityroken' : {
27 "@type” : "ids:DynamicAttributeToken™,
28 "@id" : "https://w3id.org/idsa/autogen/dynamicAttributeToken/8acfB83ea-da%a-43a5-a3f2-3d834315ae18”,
29 "ids:tokenValue™ : "eylBeXAi101JKV1QiLCIraWQiOiJkZWZhdWxBIiwiYWxnIjoilUIMyNTYifQ

.eyJzY29wZXMi0lsiaWRzYzpIRFNFQBSOTKVDVESSXOFUVF JJQLVURVNFQUXMI10sImF1ZCI6Imlkc2M6SURTXONPTKSFQIRPUINFQUXMIiwiaX!
pRMUSERXhOekF4TmprPSIsImV4cCIGMTYXOTYwNZQ3Mywic2VidXIpdHlQcm9makx1IjoiaWRzYzpCQVNFXONPTKSFQIRPULSTRUNVUK LUWVSQUI
HBz018vdzNpZ(5SvcmcvaWRzYS93b250ZXh8cy9ib250ZXh6Lmpzb25sZCIsInRyYWSzcGIydENLcnRzUZhhMU2Ijo1MGVINZNKYZBLYmNMDk3)
03Q303A803NEOKEy03hCOjcy03g20k IGOnt LeWLkOKNCOFhDOKM30kI203g107c50KE4031z0KE20KNCOIE10KFCOIE303 U0 IGOKU203Y103Qi
-RITGmlvafCynAUBjVpcGUd6zk4Lz7eX ImX jmIsqfQOCSpFBuCRGWMEHNHONr X134KzHyNIwLLr fER1LSvpCSFq_gkQXEQgbe5Svsw_tcUzxOqbe
-cRSoHsR_knuvSwALBbcuEY713FzjtKfBNHaRGaQdmGTOlomak - pBPYUa2tvOTizymeXpK8HUeID-DmVqcTtclQ™,

30 "ids:tokenFormat™ : {

31 } "@id" : "idsc:IWT”

1,
34 "ids:modelVersion™ : "4.8.3"

36 ---CzvI2Z37kimk6miSW5s40B70117CWLXIHROUBG - -

Figure 11: Sample response of Connector unregister message
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2.1.4 Update Resource

The multipart message header should be ResourceUpdateMessage, and the payload should be
JSON-LD format resource metadata, as shown in Figure 12.

» update resource

POST localhost:8080/infrastructure

(1) Body @

form-data x-www-form-urlencoded ® raw binary  Text
1 --msgpart

2 Content-Type: application/json; charset=utf-8

3 Content-Disposition: form-data; name="header”

4

5

6 "@context™ : {

7 "ids” : "https://w3id.org/idsa/core/”,

8 "idsc” : "https://w3id.org/idsa/code/”

9 }l

10 "@type” : "ids:RefourceUpdateMessage”,

11 "@id" : "https://w3id.org/idsa/autogen/resourcelpdateMessage/74dd75b0-b152-4c74-8273-f65a686c5a9¢c”,

12 "ids:securityToken™ : {

13 "@context™ : {

14 "ids” : "https://w3id.org/idsa/core/",

15 "idsc” : "https://w3id.org/idsa/code/”

16

17 “@type” : "ids:DynamicAttributeToken™,

18 "@id" : "https://w3id.org/idsa/autogen/dynamicAttributeToken/28abfaBb-6709-4659-b525-bd16f9e592e4™,

19 "1ds:tokenValue™ : "eyJBeXAi101JKV1QiLCIraWQiOiIkZWZhdWxOIiwiYWxnIjolUIMyNTYifQ
.eyJzY29wZXMi0lsiaWRzYzpIRFNFQBIOTKVDVESSXOFUVFJJQLVURVNTFQUXMI1OsImF1ZCI6Imlkc2M6SURTXONPTKSFQIRPL
TnpBNU16TTNNVEFSTHCIPSISImVAcCIGMTYXODC3MTYxMiwic2VidXIpdH1Qcm9makx1IjoiaWRzYzpCQUNFXONPTKSFQIRPUT
mh@dHBz018vdzNpZ(5SvemcvakRzYS93b256ZXh0cy9ib2560ZXhBLmpzb25sZCIsInRyYWSzcGOydENLcnRzUZhhMIU2Ijoi MGy
1103Q5037Q30jAB60INEOKEY0FhCOjcy0jg20k ICOmt LeWLkOKNCOFhDOkM30kI2039103c50kE40IzOKE20KNCOFE10KFCOE:
. ahkV5zRHGOBp1801F9wIuDGu3ehGTUFVZLCgMPiFY9fjeQ75A01gyCKallKk1tIQSIHfoaIm2x38X1aNs_si4m637NIn_zBd2
-fItrhwi65uZbscTQ1SUEXRbBayOECSKOICFWIXVbBfY4HT6RAtpu3FJoBbB6_TOYFoyjd3gIDyXScBUrAjscZbnPY6CVS9-1F

20 "ids:tokenFormat™ : {

21 "@id" : "idsc:IWT"

22

23 1

24 "ids:senderAgent”™ : {

25 "@id" : "http://example.org”

26 1

27 “ids:affectedResource™ : {

28 "@id" : "https://w3id.org/idsa/autogen/resource/2857062a-0024-497f-88f6-23f4f4edadf5”

29 ,

30 "ids:modelVersion™ : "4.0.0",

31 "ids:issued” : {

32 “@value” : "2021-63-16T18:09:43.693+01:00",

33 "@type” : "http://www.w3.0rg/2001/XMLSchema#dateTimeStamp”

34 )

35 "ids:issuerConnector™ : {

36 "@id" : "https://broker.ids.isst.fraunhofer.de/"

37

38

39 --msgpart

46 Content-Type: application/json

41  Content-Disposition: form-data; name="payload”

42

43

44 “@context™ : {

Figure 12: Sample of the resource update message

The response should be a MessageProcessedNotificationMessage without payload, as shown in
Figure 13.
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--cxW4Kz11FNOTALXsV3Y_Rk995xyoz5
Content-Disposition: form-data; name="header”
Content-Type: application/ld+json
Content-Length: 2367

"@context™ : {
"ids" : "https://w3id.org/idsa/core/",
"idsc™ : "https://w3id.org/idsa/code/”

1
“@type” : "ids:MessageProcessedNotificationMessage”,
"@id” : "https://w3id.org/idsa/autogen/messageProcessedNotificationMessage/7d93ad52-0db8-4bBa-a%09-1c45b2384ech”,
"ids:correlationMessage™ : {
"@id" : "https://w3id.org/idsa/autogen/resourcelpdateMessage/74dd75b0-b152-4c74-8273-f65a686c5a%¢”

"{ds:issued" : {
“@value™ : "2021-04-28T12:15:43.039+02:00",
"@type” : "http://www.w3.0rg/2001/XMLSchema#dateTimeStamp”

"{ds:issuer(onnector' : {
"@id" : "http://localhost:8686/"

1
“"ids:senderAgent” : {
"@id" : "https://www.ials.fraunhofer.de”

"ids:securityToken™ : {
"@type” : "ids:DynamicAttributeToken”,
"@id" : "https://w3id.org/idsa/autogen/dynamicAttributeToken/b5f61010-6b7a-4fdc-8063-74d5a6ca786a”,
"ids:tokenValue™ : "eyJ]BeXAi0iJKV1QiLCIraWQiOiJkZWZhdWx@IiwiYWxnIjolULMyNTYifQ
.eyJzY29wZXMi01lsiaWRzYzpIRFNFQBIOTKVDVESSXOFUVF JJQLVURVNFQUXMI18sImF1ZCI6Imlkc2M6SURTXONPTKSFQIRPUINFQUXMIiwia!l
PRMUSERXhOekF4TmprPSIsImVAcCIGMTYXOTYwNZQ3Mywic2VidXIpdHLQcm9makx LI joiaWRzYzpCQUNFXBNPTKSFQIRPULITRUNVUK LUWVSQI
HBz018vdzNpZ(5vcmcvakWRzYS9ib250ZXh0cy9ib250ZXh6Lmpzb25sZCIsInRyYW5zcGOydENTcnRzUZhhMIU2I joiMGVINZNKYZBLYmNMDk
03Q303AB0NEOKEY03hCOjcy0g20k IGOmt LeWLkOKNCOjhDOkM30kI2039103c50KE40 I 1z0KE20KNCOE10KFCOIE30jUn03IGOKU203 Y103
-RITGalvafCynAUBjVpcGUd6zk4Lz7eXImXjmIsqfQOCSpFBUCRGWMEHNHONr X134KzHyNIwLLr fER1LSvpCSFq_gkQXEQgbe5Svsw_tcUzx0q
-cRSoHsR_knuvSwALBbcuEY713Fz jtKfBNHaRGaQdmGTOLomak - pBPYUa2tvOTizymeXpK8HUeID-DmVqcTtclQ™,
"ids:tokenFormat”™ : {
"@id” : "idsc:IWT"

1,
"ids:modelVersion™ : "4.0.3",
"Location™ : "<http://localhost:8686/connectors/541266824/1487174079/-715517746>"
- -cxW4Kz11FNOTALXsV3Y_Rk995xy0z5--
Figure 13: Sample response of Resource update message

Below is an example of a self-description of a Resource in JSON-LD format.

{

"Qcontext" : {
"ids" : "https://w3id.org/idsa/core/",
"idsc" : "https://w3id.org/idsa/code/"
}l
"@type" : "ids:Resource",
"@id" : "https://w3id.org/idsa/autogen/resource/2857062a-0024-497f-88f6-23f4fdedadfs",
"ids:language" : [ {
"@id" : "idsc:DE"
b Ao
"@id" : "idsc:EN"
Pl
"ids:version" : "1.2",
"ids:contentType" : {
"@id" : "idsc:SCHEMA_DEFINITION"
}l
"ids:description" : [ {
"@value" : "Multiple numbers of resources could be offered by the connectors",
"Q@type" : "http://www.w3.0rg/2001/XMLSchema#string”
b Ao
"@value" : "provide more description of this resource",
"Q@type" : "http://www.w3.0rg/2001/XMLSchema#string”
Pl
"ids:keyword" : [ {
"@value" : "broker",
"Q@type" : "http://www.w3.0rg/2001/XMLSchema#string”
b Ao
"@value" : "metadata",
"Q@type" : "http://www.w3.0rg/2001/XMLSchema#string”
Pl
"ids:title"™ : [ {
"@value" : "Title of another resource offered by the Connector",
"Q@type" : "http://www.w3.0rg/2001/XMLSchema#string”
b Ao
"@value" : "Extending title",
"Q@type" : "http://www.w3.0rg/2001/XMLSchema#string”
b
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[}

2.1.5 Unregister Resource

The multipart message header should be ResourceUnavailableMessage, and the payload should
be empty, as shown in Figure 14.

4 unreghterresource

POST localhost:8080/infrastructure
(1) Body ®
form-data x-www-form-urlencoded ® raw binary  Text
1 --msgpart
2 Content-Type: application/json; charset=utf-8
3 Content-Disposition: form-data; name="header”
4
6 "@context™ : {

"ids” : "https://w3id.org/idsa/core/”,

8 } "idsc™ : "https://w3id.org/idsa/code/"
3 »

16 | "@type” : "ids:ResourceUnavailableMessage”,

11 "@id" : "https://w3id.org/idsa/autogen/ResourceUnavailableMessage/74dd75b8-b152-4c74-8273-f65a686c5a% ",

12 "ids:securityToken™ : {

13 "@context™ : {

14 "ids™ : "https://w3id.org/idsa/core/”,

5 "idsc™ : "https://w3id.org/idsa/code/”

16 ,

17 “@type” : "ids:DynamicAttributeToken”,

18 "@id" : "https://w3id.org/idsa/autogen/dynamicAttributeToken/20abfaBb-6769-4659-b525-bd18f9e592e4™,

19 "ids:tokenValue™ : "eyl@eXA101JKV1QiLCIraWQiOiJkZWZhdWxBIiwiYWxnIjolUIMyNTYifQ
.eylzY29wZXMi0LlsiaWRzYzpIRFNFQBIOTKVDVEISXOFUVF JJQLVURVNFQUXMI1OsImF1ZCI6ImLkc2M6SURTXONPTKSFQIRPULNFQL
RRAB1UQTVOaLFATIRNPSISImVAcCIGMTYXOTYWODAINIwic2VIdXIpdH1QcmOmakx1IjoiaWRzYzpCQUNFXONPTKSFQIRPUTSTRUNVL
HBz018vdzNpZ(5SvcmcvaWRzYS93b250ZXh0cy9ib250ZXh8Lmpzb25sZCIsInRyYW5zcGOydENLcnRzU2hhMIU2IjoiMGVINZNKYzZB1
030303jA80INEOKEY0FhC0jcy0jg20k IGOmt LeWLkOKNCOFhDOkM30k1203910jc50kE40FI1zOKE20kNCOFE10KFCOIE30 UWOF IGOKL
-0GyulL986LgAGI1s91dSWdcHWNEX1a7uGVCdFKSx4R_6mkI2tyj7Kz7-71aUt9QDKZ_3LnYXGv6w-uELOtLzIfTWVBA91-KUEZS-ti
-sSyMkF3Bg1UVBDD1b9isqoinuU9sMeijAxre_YOkdPPHZEebzEFaBr65GfadfBOHFUrLvcIM6mIVyTtfkIjCmi®jUZ51s6E3QuanV]

20 "ids:tokenFormat™ : {

21 "@id" : "idsc:IWT”

22 }

23 1,

24 "ids:senderAgent” : {

25 "@id" : "http://example.org”

26 ,

27 "ids:affectedResource”™ : {

28 ; "@id" : "https://w3id.org/idsa/autogen/resource/2857062a-0024-497f-88f6-23f4f4edadfs”

29 ,

30 “ids:modelVersion” : "4.0.8",

31 "ids:issued” : {

32 “@value™ : "2621-83-10T18:09:43.693+01:60",

33 "@type” : "http://www.w3.0rg/2001/XMLSchema#dateTimeStamp”

34 ,

35 “ids:issuerConnector™ : {

36 "@id" : "https://broker.ids.isst.fraunhofer.de/”

37

38

39

--msgpart--

Figure 14: Sample of resource unregistration message

The response should be a MessageProcessedNotificationMessage without payload, as shown in
Figure 15.
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- -uVghUpgM_X3cQSw7_A2NXZSZyE2zYnFUMv
Content-Disposition: form-data; name="header”
Content-Type: application/ld+json
Content-Length: 2227

NOWL B W N

"@context™ : {

8 "ids” : "https://w3id.org/idsa/core/",

9 "idsc™ : "https://w3id.org/idsa/code/"

11 "étype" : "ids:MessageProcessedNotificationMessage”,

12 "@id” : "https://w3id.org/idsa/autogen/messageProcessedNotificationMessage/b46a%e47-c3c7-416b-adc7-53fd98331796",

13 "ids:correlationMessage” :

14 "@id" : "https://w3id.org/idsa/autogen/ResourceUnavailableMessage/74dd75b08-b152-4c74-8273-f65a686c5a%a”"
5 1

16 "ids:issued” : {

17 “@value™ : "2021-04-28T713:05:49.424+82:00",

18 “@type” : "http://www.w3.0rg/2001/XMLSchema#dateTimeStamp™

19 ,

20 "ids:issuerConnector™ : {

21 "@id" : "http://localhost:8680/"

23 '{ds:senderAgent' :

24 "@id" : "https://www.iais.fraunhofer.de”

5: {ds securltyToken' R

27 @ty pe : "ids:DynamicAttributeToken”,

28 @ld : "https://w3id.org/idsa/autogen/dynamicAttributeToken/7709f489-daca-4460-ad82-2bd1e2196a34",
29 "ids:tokenValue” : "eylBeXA101JKV1QiLCIraWQi0iJkZWZhdWxOIiwiYWxnIjoilUIMyNTYifQ

.eyJzY29wZXMi0lsiaWRzYzpIRFNFQBIOTKVDVESSXOFUVF JIQLVURVNFQUXMI10sImF1ZCI6ImLkc2M6SURTXONPTKSFQIRPUINFQUXMIiwiaXNz]
pneESEUT INek13TWcOPSISImVACCIOMTYXOTYXMTUXNiwic2VidXIpdH1QcmOmakx LI joiaWRzYzpCQUNFXONPTKSFQIRPULSTRUNVUK LUWVIQUKS(
HBz018vdzNpZ(SvcmcvahRzYS97b256ZXh6cy93b250ZXh8Lmpzb25sZCIsInRyYWSzcGOydENLcnRZUZhhMIU21 joiMGVINZNKYZBLYmNIMDk3YT¢
03Q303A803NEOKEY03hCOjcy03g20k JGOnt 1eW1kOkNCO3hDOKM30k 12039103 c50kE40I1ZOKE20KNCOIE10KFCOIE303UW03IGOKU203Y103Q203
-4Y4KFgKB8dKrU71HqSIVcOCPDBmAOUT rZEvuRmnpwNI76d2_jBLevfKf59uCGvnverHRul]-gio8_PBuVm2WSVgOYkWpgMvBa3FrGEsZgljY7KV-L
-82FvD6sCTG20EAZoBir3a7P2MYGinBAORWBIPA11GBZKBIR1LYmz9L DzZ 1 JuGaxLvIcFzvSITEWhOBYB xS 10W-BvHdmHNVG206ap88 -WiYYInNUT1

Figure 15: Sample response of Resource unregistration message

2.1.6 Register App

Participants need to register a Connector before registering an App. The App will be there in
the resource catalog of the Connector. The multipart message header should be
AppAvailableMessage, and the payload should be JSON-LD format AppResource metadata, as
shown in Figure 16.

Open Broker for APP | AppAvailable
POST v https://localhost/infrastructure
Params Authorization Headers (9) Body ® Pre-request Script Tests Settings
none form-data x-www-form-urlencoded @ raw binary GraphQL Text
--msgpart

Content-Type: application/json; charset=utf-8
Content-Disposition: form-data; name="header"

1

2

3

4

5 i
6 "@context" : {
7

8

9

"ids" : "https://w3id.org/idsa/core/",
"idsc" : "https://w3id.org/idsa/code/"
3,

10 "@type" : "ids:AppAvailableMessage",
11 "@id" : "https://w3id.org/idsa/autogen/appAvailableMessage/ff7dbdae-3aba-4c44-a94f-0e905c342dal",
12 "ids:securityToken" : {
13 "@type" : "ids:DynamicAttributeToken",
14 "@id" : "https://w3id.org/idsa/autogen/dynamicAttributeToken/4673192a-3953-441f-bbd4-e6184bbcccad”,
15 "ids:tokenFormat" : {
16 "@id" : “"idsc:IWT"
17 3,
18 "ids:tokenValue" : "eyJOeXAiOiJKV1QiLCJlraWQiOiJkZWZhdWx@IiwiYWxnIjoiUIMyNTYifQ.

eyJlzY29wZXMi0lsiaWRzYzpIRFNEQOSOTKVDVEISX@FUVFIJIQ1VURVNEQUXMI1OsImF1ZCI6Imlkc2M6SURTXONPTKSFQIRPUINEQL
NSwianRpIjoiTWpFd@L1UUTBPREKOTIRFNES6VX1IPRFFETXcIPSISImVAcCIOMTYZNFU2ZNDEANSwic2VidXIpdH1QcmOmaWx1Ijoiak
aG9mZXTuZGUuZGVtbyIsIkBOeXB1IjoiaWRzOkRhdFBheWxvYWQiLCJAY29udGVAdCI6Imh@dHBz01i8vdzNpZC5vemevaWRzYS9 bz
ZDZKYTc4Y2M2YTZhMDU2NFAZMWZhNIWYXYTM5ZWMAZTYWMCIsInNL1YiI6I jky0jEOOKU30kFDOFEw0jIyOkYyOkNDOjAL107ZF05IBO:

Figure 16: Sample of App registration message

The response should be a MessageProcessedNotificationMessage without payload, as shown in
Figure 17.
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1 --dzRoTWTQO30dcKdPEUBzxdsch3i6Q1U_

2 Content-Disposition: form-data; name="header"

3 Content-Type: application/ld+json

4 Content-Length: 2309

5

6 1

7 "@context" : {

8 "ids" : "https://w3id.oxg/idsa/coxe/",

9 "idsc" : "https://w3id.oxrg/idsa/code/"

10 3,

11 "@type" : "ids:MessageProcessedNotificationMessage",

12 "@id" : "https://w3id.org/idsa/autogen/messageProcessedNotificationMessage/f64402ed-896e-40e2-9c41-£34el1lcdbB4e”,
3 "ids:securityToken" : {

14 "@type" : "ids:DynamicAttributeToken",

15 "@id" : "https://w3id.cxrg/idsa/autogen/dynamicAttributeToken/f3cbdeab-dd60-4af7-b2fa-eefdd0e@4453",
16 "ids:tokenFormat" : {

17 "@id" : "https://w3id.org/idsa/code/IWT"

18 i,

19 "ids:tokenValue" : "eyJ0eXAiOiJKV1QilLCJraWQiOiJkZWZhdWxOIiwiYWxnIjoiU1MyNTYifQ.

eyJzY29wZXMi0lsiaWRzYzpIRFNEQO90TKVDVESSXOFUVFIJQ1VURVNIQUXMI1OsImF1ZCI6Imlkc2M6SURTXONPTK5FQIRPUINEQUxXMIiwiaXNzIjoiaHR
mZXIuZGUiLCIuYmYiOjE2MzY3MTQ3NDYsImlhdCISMTYZNjcxNDcONiwianRpIFoiTVRINUSUY3dNelVATWpINELIEYZVNVFKITKRBPSISImVAcCI6GMTYZN]
0iaWRzYzpCQVNFXINFQIVSSVRZX1BSTOZITEUILCIyZWZ1cnIpbmdDb25uZWNOb3Ii0iJodHRWOi8vYnlva2VylLmlkecy5pc3NOLmZyYXVuaGImZXIuZGUuzZ
WxvYWQiLCJIAY29udGVAdCI6ImhOdHBz0i8vdzNpZC5vemevalWRzYS9ib250ZXh0cy9ib250ZXhOLmpzb25sZCIsInRyYW52cG9ydEN1cnRzU2hhMjU2Ijod
Y3FE4YFhkZDZKYTc4Y2M2YTZhMDU2NFAZMWZhNWY XY TM5ZWMAZTYWMCIsInN1YiI6Ijky0jEQOKU30kFDOFEwOjIyOkYyOkNDOjA103ZF03IB0ICOFhEOKR
kOkNCOjhDOKkM30kI203g107c50kE4A07 Iz0KE20kNCOFE10KFCOFE307Uw0jIGOKU207Y105Qz0VEOKU4ING.
KE£569_YQ819NcQZm_LspnlfBeXPmcRrSuriWlb0rlVgUV9KocXIekkzrcCPAgnQrw@srtmpz8QXX6A1iULQ2rk6£40TOY_G6PIOGYtIdCOtiV8zH5tFXQj8t
hgpmYkCB9xXKEijI_dKvSorEDr51ZxDgvkaKWiPVFZmdvFUjSavzLHggt-£QZXYw3zCP3ETa-aof-6qMYHbOycCOYXEwNALSEL_vUIXTcRs3ZaBiXyBx-L2z
h2BSH4zHBYAX1B48Somef239 juEz£GKIZcURCX4w"

Figure 17: Sample response of App registration message

Below is the example of a self-description of an AppResource in JSON-LD format.

{
“@context” : {
“ids” : “https://w3id.org/idsa/core/”,
“idsc” : “https://w3id.org/idsa/code/”
}!
“@type” : “ids:AppResource”,
“@id” : “https://example.org/app2”,
“ids:language” : [ {
“@id” : “idsc:DE”
b Ao
"@id ": "idsc:EN "
Pl
,ids:version™ : ,1.2%,
»ids:contentType™ : {
,aid" "idSC:SCHEMAiDEFINITION“
}!
“ids:description” : [ {
"@value": "Multiple numbers of resources could be offered by the connectors",
"Qtype": "http://www.w3.0rg/2001/XMLSchema#string"
b Ao
"@value": "provide more description of this resource",
"Q@type": "http://www.w3.0rg/2001/XMLSchema#string"
Pl
“ids:keyword” : [ {
“@value” : “broker”,
“@type” “http://www.w3.0rg/2001/XMLSchema#string”
b Ao
“@value” : “metadata”,
“@type” : “http://www.w3.0rg/2001/XMLSchema#string”
Pl
“ids:title” : [ {
"@value": "Title of another resource offered by the Connector",
"Qtype": "http://www.w3.0rg/2001/XMLSchema#string"
b Ao
"@value": "Extending title",
"Q@type": "http://www.w3.0rg/2001/XMLSchema#string"
Pl
“ids:representation” : [ {
“@type” : “ids:AppRepresentation”
“ids:mediaType” : { “@id” : “https://www.iana.org/assignments/media-types/application/zip” },
“ids:dataAppDistributionService” : { “@id” : “https://example.com” },
“ids:dataAppRuntimeEnvironment” : “Docker”
“ids:dataRAppInformation” : {
“@type” : “ids:SmartDataApp” ,
“ids:appDocumentation” : “App-related human-readable documentation.” ,
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“ids:appEnvironmentVariables” : “$Envl = environment variable 1, environment variable
o
“ids:appStorageConfiguration” : “1 Docker volume required, -v /data”
“ids:appEndpoint” : {
“@type” : “ids:AppEndpoint” ,
“ids:appEndpointInformation” : “I am an app endpoint. I do endpoint things.",
“ids:appEndpointDocumentation” : { “@id” : “https://app.swaggerhub.com/apis/app/1337” },
“ids:appEndpointType” : “idsc:INPUT ENDPOINT” ,
“ids:appEndPointPort” : 5000 ,
“ids:path” : “/input”
“ids:appEndpointMediaType” : { “@id” : “https://www.iana.org/assignments/media-
types/application/json” },
“ids:appEndpointProtocol” : “HTTP/1.1”
}
}
H
}
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2.1.7 Unregister App

The multipart message header should be AppUnavailableMessage, and the payload should be
empty, as shown in Figure 18.

Params

POST

none

OV 00N WN

R e
So b WP e

AppUnvailable

v https://localhost/infrastructure

Authorization Headers (9) Body ® Pre-request Script Tests Settings
form-data x-www-form-urlencoded @ raw binary GraphQL Text v
--msgpart

Content-Type: application/json; charset=utf-8
Content-Disposition: form-data; name="headexr"

"@context" : {

"ids" : “https://w3id.org/idsa/core/“J
"idsc" : "https://w3id.org/idsa/code/"
LP
"@type" : "ids:AppUnavailableMessage",
"@id" : "https://w3id.org/idsa/autogen/appUnavailableMessage/f75cf43d-d169-42b4-9de2-68c55b203950",
"ids:securityToken" : {
"@type" : "ids:DynamicAttributeToken",
"@id" : "https://w3id.org/idsa/autogen/dynamicAttributeToken/4b7713d5-da7a-46c0-b720-218d3b961fad",
"ids:tokenFormat" : {
"@id" : "https://w3id.org/idsa/code/IWT"
i,
"ids:tokenValue" : "eyl@eXAi0iJKV1QiLCJraWQiOiJkZWZhdWxOIiwiYWxnIjoiUIMyNTYifQ.

eyJzY29wZXMi0lsiaWRzYzpIRFNEQO90TKVDVEISXOFUVFIJIQ1VURVNEQUXMI1O0sImF1ZCI6Im1kc2M6SURTXONPTKSFQIRPUINEQUXMI:
mZXIuZGUilCIuYmYi0jE2MzE3MDgyNTAsIm1hdCIGMTYZzMTcwODIIMCwianRpIjoiT1RBNE1qazJNVEOZTVRNMUSEWXp0alVAT1E9PSIs.
01aWRzYzpCQVNFXINFQLVSSVRZX1BSTOZITEUiILCIyZWZ1cnIpbmdDb25uZWNOb3I101iJodHRWO1i8vaXNzdGIyb2t1lcibkZWlvIiwiQHR!
HROcHM6LY93M21kLm9yZy9pZHNhL2NvbnR1eHRzL2NvbnR1eHQuanNvbmxkIiwidHIhbnNwb3J0Q2VydHNTaGEYNTYi0iIwZWU3M2R MG
YWE2YWMxZGVmYzc5Z7kIMzZk0TQzIiwic3ViIjoiMTcO6NOISRUQEMTg6NZzMERUIGRDAGNDCENUMEQZzMEMIUSNDKENDCEMDQEMOQEQTIL0!

Figure 18: Sample of App unregistration message

The response should be a MessageProcessedNotificationMessage without payload, as shown in

Figure 19.

1  --3GJtqtvgeCEEqQy9fA0LhLmOwnRbrheX

2 Content-Disposition: form-data; name="header"

3 Content-Type: application/ld+json

4 Content-Length: 2247

5

6

7 "@context" : {

8 "ids" : "https://w3id.oxrg/idsa/core/",

9 "idsc" : "https://w3id.oxrg/idsa/code/"

10 i,

1 "@type" : "ids:MessageProcessedNotificationMessage",

12 "@id" : "https://w3id.org/idsa/autogen/messageProcessedNotificationMessage/7d656885-4540-4a5a-9d53-2b3%a65c9664",

3 "ids:securityToken" : {

14 "@type" : "ids:DynamicAttributeToken",

15 "@id" : "https://w3id.org/idsa/autogen/dynamicAttributeToken/32615e1f-cb4c-41£5-873¢e-0eale95d2fad",

16 "ids:tokenFormat" : {

17 "@id" : "https://w3id.org/idsa/code/IWT"

8 D

19 "ids:tokenValue" : "eyJ0eXAi0iJKV1QiLCJraWQiOiJkZWZhdWxOIiwiYWxnIjoiUIMyNTYifQ.
eyJzY29wZXMi01lsiaWRzYzpIRFNEQOS0TKVDVEISXOFUVFIIQ1VURVNEQUXMI10sImF1ZCI6Im1kc2M6SURTXANPTK5FQIRPUINEQUXMIiwiaX
mZXTuZGUiLCIuYmYi0jE2MzY3MTQ3NDYSImlhdCIGMTYzN exNDcONiwianRpIjoiTVRINUSUY3dNelVATWpINELEYZVNVFKITKRBPSIsImVac
0ialRzYzpCQVNFXINFQLVSSVRZX1BSTOZITEUiLCIyZWZ1cnIpbmdDb25uZWNOb3Ii0iJodHRWOi8vYnJva2VyLmlkey5pc3NOLmZyYXVuaGom

Figure 19: Sample response of App unregistration message
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2.1.8 Query

The multipart message header should be QueryMessage, and the payload should be a SPARQL
query.

Open Brok APP | query message

POST v https://localhost/infrastructure
Params Authorization Headers (9) Body @ Pre-request Script ~ Tests Settings
none form-data x-www-form-urlencoded @ raw binary GraphQL Text v

--msgpart
Content-Type: application/json
Content-Disposition: form-data; name="headexr"

"@context" : {
"ids" : "https://w3id.org/idsa/core/",
"idsc" : "https://w3id.org/idsa/code/"

O 00 N0 B W N
A

I

10 "@type" : "ids:QueryMessage",
11 "@id" : "https://w3id.org/idsa/autogen/queryMessage/dbb77622-7508-4630-9830-2a07b196eebc",
12 "ids:securityToken" : {

3 "@type" : "ids:DynamicAttributeToken",
14 "@id" : "https://w3id.org/idsa/auvtogen/dynamicAttributeToken/f9£2b139-0e9b-4e6f-b320-abi22a7224aa"
15 "ids:tokenFormat" : {
16 "@id" : "idsc:JWT"
17 i,
18 "ids:tokenValue" : "eyJ0eXAi0iJKV1QiLCJIraWQiOiJkZWZhdWxOIiwiYWxnIjoiUIMyNTYifQ.

eyJzY29wZXMi01siaWRzYzpIRFNEQO90TKVDVEISXOFUVFIIQLVURVNEQUXMI10sImF1ZCI6Imlke 2M6SURTXONPTKEFQIRPUINEQUXMI iwiaXNzI ¢
mZXIuZGUilLCIuYmYi0jE2MzY3MTQAMDUSIm1hdCIEMTYzNcxNDgwNSwianRpIjoiTVRFNELUUTFOamt6TVRrek9EVXhORELIATXpRPSIsImVAcCI6MT
01iaWRzYzpCQVNFXINFQLVSSVRZX1BSTOZITEUILCIyZWZ1enIpbmdDb25uZWNOb3I10iJodHRWO18vYnIva2VyLmlkey5pe3NOLmZy YXVuaGImZXIuz
WxvYWQiLCIAY29udGVAdCI6ImhOdHBZz018vdzNpZC5vemevaWRzYS9ib250ZXh0cy9ib250ZXh0Lmpzb25sZCIsInRyYW5zcGIydENIenRzU2hhM UL
YFEAYFhkZDZKYTcAY2M2YTZhMDU2NFAZMWZhNWYXYTM5ZWMAZTYWMCIsInN1YiI6Ijky0jEOOKU30kFDOEwOjIyOkYyOkNDOjA107ZF0IBOFICO]
kOKNCO7hDOkM30kI20§g107c50kEA0FIz0kE20KNCOFELO0KFCOFE307Uw07IGOKU207Y103Qz07VEOKUAING.

EVOnNBv8FnxozooIViMPkASvXXaXx9Wo3S2vEmwxno2I 03215v80icoUtfxozW8nYT- SUAUB7dGAU26Dxk5W1d6E163inaamBa2ZclUGleOxrxIeF-:

Figure 20: Sample SPARQL query

The Response should be a ResultMessage, and the payload should be the result of the SPARQL

query, as shown in Figure 21.

--tyjtwabwENWi0O0UBINFgPFQGpDeBoRI4
Content-Disposition: form-data; name="header"
Content-Type: application/ld+json
Content-Length: 2194

i
"@Bcontext" : {
"ids" : "https://w3id.org/idsa/core/",
“idsc" : "https://w3id.org/idsa/code/"
1

"@type" : "ids:ResultMessage",
"@id" : "https://w3id.org/idsa/autogen/resultMessage/5e7c13e3-c24e-4317-aae-3e09589¢59d1",
"ids:securityToken" : {
"@type" : "ids:DynamicAttributeToken",
"@id" : "https://w3id.org/idsa/autogen/dynamicAttributeToken/7fef8ded-5113-428d-baal-3e2e08fe281c",
"ids:tokenFormat" : {
"@id" : "https://w3id.org/idsa/code/IWT"
b
"ids:tokenValue" : "eyJ@eXAi01JKV1QiLCJraWQiOilkZWZhdWxOIiwiYWxnIjoiUIMyNTYifQ.
eyJzY29wZXMi01sialiRzYzpIRFNEQOIOTKVDVEISXOFUVF IIQIVURVNIQUXMI10sInFIZCI6Im1ke2M6SURTXONPTKSFQIRPUINEQUXMI iwiaXNzIjoiaHRACHM6Ly9kYXBzLmFpc2ViLmZy YXVuaG9
mZXIuZGUiLCIuYmYi0E2MzY3MTQINDYsImlhdCIEMTYZNexNDcONiwianRpIjoiTVRINUSUY3dNelVATWpINELEYZVNVFKITKRBPSIsImVAcCI6MTYZN cxODMANiwic2VidXIpdH1QcmImakix1I
01aliRzYzpCQUNFXINFQLVSSVRZX1BSTOZITEULLCIyZWZ1enIpbmdDb25uZWNOb3I101iJodHRWO18vYnIva2VyLmlkey5pe3NALmZy YXVuaGImZXIuZGUuZGVtby IsTkBOeXB1IjoiaWRz0kRhdFBhe

Ll VLA T ATAVAOL AP AAPTET aba AAUD N2 OusdaMa 7R s mmams sAlID= VOO RACATVIA A AL RALATVIRAL manhAEATAT AT aD MU RO ACMT 4Dl hAMATINT 4 A AT AT TVAME DM T 1M T ACMT 7ahIN7 4 7eaD1

Figure 21: Sample response of the SPARQL Query
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2.1.9 Rejection

Rejection messages are specialized response messages that notify the sender of a message (i.e.,
The connectors) that the processing of this message has failed. Table 1 shows the list of possible
Rejection message codes.

Below is the example of a rejection message which says, "Error processing the token". This
indicates that the DAT token used to send the request message to the Metadata Registry is
invalid.

--DicknAqN1WzYTuXoA2CBImCurltg9iu
Content-Disposition: form-data; name="header"
Content-Type: application/ld+json
Content-Length: 2301

{
"@context" : {
"ids" : "https://w3id.org/idsa/core/",
"idsc" : "https://w3id.org/idsa/code/"
I
"@type" : "ids:RejectionMessage",
"@id" : "https://w3id.org/idsa/autogen/rejectionMessage/4b8a3bba-b2e0-4a95-8c91-9cc230elceaa”,

"ids:rejectionReason” : {

"@id" : "https://w3id.org/idsa/code/JWT"

I
"ids:tokenValue" : "eyJ0eXAiOiJRV1QiLCJraWQiOiJkZWZhdWx0Iiwi¥YWxnIjoiUIMyNTYifQ.eyJz¥29wZXMiOlsiaWRzYzpd
b

"ids:correlationMessage" : {

"ids:issuerConnector" : {
"@id" : "https://localhost/"
b
"ids:modelVersion" : "4.0.3"
"ids:issued" : {
"@value" : "2021-11-12T13:11:01.2632",
"@type" : "http://www.w3.0rg/2001/XMLSchemafdateTimeStamp"
b
"ids:senderAgent” : {
"@id" : :

}

--DicknAqN1WzYTuXoA2CBImCurltg9iu

—n

Content-Disposition: form-data; name="payload"
Content-Type: text/plain
Content-Length: 23

Error processing token.

il At armo v m A, sl AL A

Figure 22: Sample rejection message

2.1.10 REST Endpoints

The Metadata Registry facilitates optional REST endpoints also. The change in these Endpoints
is that we put the mandatory fields of the multipart header to the header of the REST request.
These mandatory fields include ids-securityToken, ids-senderAgent, ids-modelVersion, ids-
issued, ids-issuerConnector, etc., and keep the body of the multipart request in the body of the
REST request.
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2.2 Deployment of Metadata Registry

The code of the Open-source Metadata Registry is hosted in the PLATOON Git repository:
https://github.com/PLATOONProject/Metadata-Registry
The development environment of Open-source Broker consists of two main components:

e Fuseki triple store: The database storing all the metadata

e Metadata Registry: The core component

2.2.1 Prerequisites

Prerequisite to run the Metadata Registry:

e Docker

e Docker Compose
e Java

e Maven

e OpenSSL

2.2.2 Structure of Metadata Registry

Docker images are created for each Metadata Registry component and run the corresponding
docker containers in the same docker-compose environment so that each component can
communicate internally.

The Metadata Registry consists of three components:

e broker-core: The broker-core component is the main component of the Metadata
Registry, a Java environment running the Maven package of our code. The broker-core
component will take requests from broker-reverseporxy, handle requests using the same
handlers we mentioned in Section 2.1, and use APIs that broker-fuseki provides to either
read or write in the Fuseki triple store.

o broker-fuseki: The broker-fuseki component is an instance of the Fuseki triple store,
which hosts all metadata of the Metadata Registry.

e broker-reverseproxy: The broker-reverseproxy is an NGINX reverse proxy instance,
which hosts the certificate to provide a secure connection to the Metadata Registry. It
also acts as the gateway to redirect requests to the broker-core component.

2.2.3 Creation of SSL Certificates

A valid X.509 certificate, signed by a trusted certification authority, is strongly recommended
to avoid warnings about insecure HTTPS connections. The certificate needs to be of .crt format
and must have the name server.crt. In case your certificate is of .pem format, it can be converted
with the following commands, which require OpenSSL to be installed:

OpenSSL x509 -in mycert.pem -out server.crt

OpenSSL RSA -in mycert.pem -out server.key

mkdir cert

my server.crt cert/

my server.key cert/
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2.2.4 Configuring the Docker-compose File

The docker-compose file is located in path docker/composefiles/broker-localhost. The most
crucial part of adapting the configuration is to provide the correct location of the X.509
certificate in the broker-reverseproxy service. Assuming the location of the certificate is
"/home/ids/cert," the corresponding configuration is:

services:

broker-reverseproxy:

image: registry.gitlab.cc-asp.fraunhofer.de/eis-ids/broker-open/reverseproxy

volumes:

- /home/ids/cert:/etc/cert/

[-..]
2.2.4.1 Download Docker Images

All of the Metadata Registry docker images are currently hosted at the GitLab of Fraunhofer
IAIS. No credentials are needed to download the images. The following command is for pulling
all docker images (in path docker/composefiles/broker-localhost):

docker-compose pull
Note that the docker images will be hosted in a PLATOON image registry in the future and
how to download the image may change afterward.

2.2.4.2 Run Application

To start up the Metadata Registry, run the following command inside the directory of the
docker-compose.yml file (in path docker/composefiles/broker-localhost):

docker-compose up -d
This process can take several minutes to complete. You can test whether the Broker has
successfully started by opening https://localhost. The result should be a JSON document,
providing general metadata about the Metadata Registry.

2.2.4.3 Update

To update an existing installation of Metadata Registry, first, repeat the steps explained in
Section 2.2.4.1. Containers can be either hot updated or restarted to apply the changes. To hot
update a container, run the following command:

docker-compose up -d—no-deps—build <container name>

Alternatively, one can restart the entire service by running:
docker-compose down
docker-compose up —d
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3 Clearing House

The Clearing House [3] acts as an intermediary in the IDS ecosystem as well as PLATOON
Marketplace. This means that the Clearing House mediates between a Data Provider (DP) and
a Data Consumer (DC), ensuring both parties meet their contractual obligations. Such as:
e The DP sharing data with the DC according to Usage Contracts and Data Usage Policies
defined
e The DC using data according to Usage Contracts and Data Usage Policies defined and
effecting payment to the DP as agreed.

For each data exchange transaction, the DP attaches metadata to the data requested by the DC,
specifying data usage restrictions, pricing information, payment entitlement, time of validity,
etc. This way, the DP can establish a Data Usage Policy as deemed appropriate, ensuring data
sovereignty is guaranteed. The Clearing House in the Marketplace reduces risk and uncertainty
on both sides as it is a trusted partner of both the DP and the DC. Since they don't know each
other and/or haven't done data exchange transactions so far, the DP and DC may not trust each
other in many cases. For example, if the DP agrees to provide data to the DC based on a Usage
Contract, no one can verify the transaction. One party could not fulfill the contract, for example,
by not delivering the data as agreed or providing data of poor quality on the DP side, or by
misusing the data or failing with payment on the DC side. Such transactional risk can be
mitigated by involving the Clearing House. There are two functionalities of the Clearing House:
e Log Message: Each party in a data exchange process logs their contractual obligation
to the Clearing House. These logs are structured as Processes and have a Process ID.
e Query Message: Each party can query the Clearing House to ensure the contractual
obligation is preserved.
The Clearing House is developed by Fraunhofer AISEC and in PLATOON, it is hosted as
provided.

3.1 Interaction With Clearing House

The IDS Clearing House structures its logs into processes and requires that all messages are
logged under a process ID. Processes are meant to represent agreed-upon data exchanges that
include the storage of the contract agreement and all messages that document the data exchange.
Any IDS connector can create processes with a valid DAT issued by DAPS, who becomes the
owner of the process. Only the owner of the process may read or write data in the process. All
the possible response statuses of codes are provided in Table 1.

3.1.1 Logging messages

The information that should be logged in the Clearing House (logData) is sent in the payload
of a LogMessage, as shown in Figure 23. The log entry stored in the Clearing House consists
of the payload and meta-data from the LogMessage and stored under the given PID. This IDS
message returns the newly created ID of the log entry together with status information.
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Request method Description

POST /messages/log/{pid} Creates a new log entry under the given process id

Parameters
Name In Type Required Description
pid path  string true Process id under which the message should be logged.

LogMessage with information that should be logged in

logData body LogMessage true
the payload

Figure 23: Request method of logging message in the Clearing House

The communication between an IDS connector and the Clearing House can be described on the
application level with the flow of Infomodel messages between both entities. The IDS connector
sends a LogMessage to the Clearing House to log information in the Clearing House, as
provided below:

POST /logs/messages/test-process HTTP/1.1

Host: ch-ids.aisec.fraunhofer.de

Content-Type: multipart/form-data; boundary=X-TEST-REQUEST-BOUNDARY
Accept: */*

--X-TEST-REQUEST-BOUNDARY
Content-Disposition: form-data; name="header"
Content-Type: application/json

{

"Qcontext" : {
"ids"™ : "https://w3id.org/idsa/core/",
"idsc" : "https://w3id.org/idsa/code/"
}!
"@type" : "ids:LogMessage",
"@id" : "https://w3id.org/idsa/autogen/logMessage/c6cl5a90-7799-4aal-ac21-9323b87a7xvo",
"ids:securityToken" : {
"@type" : "ids:DynamicAttributeToken",
"@id" : "https://w3id.org/idsa/autogen/dynamicAttributeToken/6378asd9-480d4d-80df-
c5cb02e4e260",
"ids:tokenFormat" : {
"@id" : "idsc:JWT"
}!
"ids:tokenValue" : "eyJ0eXAi0iJKV1QiLCJraWQiOiJkZWZhdWx0IiwiYWxnIjoi..... "
}!
"ids:senderAgent" : "http://example.org",
"ids:modelVersion"™ : "4.0.0",
"ids:issued" : {
"@value" : "2020-12-14T08:57:57.057+01:00",
"Q@type" : "http://www.w3.0rg/2001/XMLSchema#dateTimeStamp"

}!
"ids:issuerConnector" : {
"@id"™ : "https://companyA.com/connector/59a68243-dd96-4c8d-88a9-0£f0e03el13blb"
}
}
--X-TEST-REQUEST-BOUNDARY
Content-Disposition: form-data; name="payload"
Content-Type: application/json
{
"@context" : "https://w3id.org/idsa/contexts/context.jsonld",
"@type" : "ids:ConnectorUpdateMessage",
"id" : "http://industrialdataspace.org/connectorAvailableMessage/34d76lcf-5cad-4a77-a7fd-
bl14d8f75636a",
"issued" : "2019-12-02T08:25:08.245z2",
"modelVersion" : "4.0.0",
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"issuerConnector"™ : "https://companyA.com/connector/59a68243-dd96-4c8d-88a9-0£f0e03e13blb",
"securityToken" : {
"@type" : "ids:DynamicAttributeToken",
"tokenFormat" : "https://w3id.org/idsa/code/tokenformat/JWT",
"tokenValue" : "eyJhbGciOiJSUzI1INiIsInR5cCI..."
}

—--X-TEST-REQUEST-BOUNDARY--

The response comes in a JWT format containing both data and metadata stored so that the
recipient can easily verify that the signature on the JWT is veiled. The decode version of the
JWT is shown in Figure 24. This indicates that the data with the given metadata was indeed
logged in the Clearing House.

{
"transaction_id": "00000000",

"timestamp": 1636468108,

"process_id": "abcde",

"document_id": "49db7786-a%a4-4102-815a-85cd26dalb57",
"payload": "YXNhZnNzd2V3c2Vyd2VmcndlZnJ3ZWZydw==",

"chain_hash": "0",
"client_id": "A5:0C:A5:F0:84:D9:90:BB:BC:D9:57:3A:04:C8:7F:93:ED:97:A2:
"clearing_house_version": "0.7.0"

}

Figure 24: Sample decoded response from Log Message in the Clearing House

The document id represents the log that should be used to query this specific log in the Clearing
House. This ID will be used to query a message under a process as mentioned in Section 3.1.3.
The client id is the user ID of the client making the log request. It's taken from the DAT, so the
CH logs whose certificate/key was used to get the DAT for the call. Theoretically, only the
owner of the certificate/key should have been able to get the DAT. The chain_hash is for data
immutability. More details on this will be provided in the next version of the deliverable.
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3.1.2 Query all messages of a process

Retrieves all log entries stored under the given PID, as shown in Figure 25, in the Clearing
House. The Clearing House answers the request with a ResultMessage that contains as the
payload all log entries found. Each log entry is returned as a LogMessage, i.e., the payload of
the ResultMessage contains a JSON array of LogMessage. The Connector receives a
ResultMessage as a result from the Clearing House. The payload contains the found log entries.

Request method Description

POST /messages/query/{pid} Finds all log entries stored under the given process id pid

Parameters
Name In Type Required Description
pid path  string true Process id under which the log entry is stored
query body QueryMessage true QueryMessage

Figure 25: Request method of querying all messages of a process in the Clearing House

Infomodel messages do not model the payload of a message, but the Clearing House logs both

the Infomodel messages (LogMessage) as meta-information and the payload as shown below:
HTTP/1.1 200 OK

Server: nginx/1.21.1

Date: Tue, 20 Jul 2021 12:50:05 GMT

Content-Type: multipart/form-data; boundary=336749cd-8331-46b4-b75d-d9%d2ae80e3ac
Transfer-Encoding: chunked

Connection: keep-alive

Accept: */*

permissions-policy: interest-cohort=()

x-content-type-options: nosniff

x-frame-options: SAMEORIGIN

--336749cd-8331-46b4-b75d-d9%d2ae80e3ac
content-disposition: form-data; name="header"
content-type: application/json; charset=UTF-8
content-transfer-encoding: 8bit
{
"@context": {
"ids": "https://w3id.org/idsa/core/",
"idsc": "https://w3id.org/idsa/code/"
}!
"@type": "ids:ResultMessage",
"@id": "https://w3id.org/idsa/autogen/ResultMessage/cfe8bd4f-c8b5-42ed4-aaae-1£594fa80719",
"ids:issued": {
"@value": "2021-07-20T12:50:04.9162",
"@type": "http://www.w3.0rg/2001/XMLSchema#dateTimeStamp"
}!
"ids:issuerConnector": ({
"@id": "https://clearinghouse.aisec.fraunhofer.de/"
}!
"ids:recipientConnector": [
{
"@id": "https://broker.ids.isst.fraunhofer.de/"
}
]!
"ids:securityToken": {

"@type": "ids:DynamicAttributeToken",

"@id": "https://w3id.org/idsa/autogen/dynamicAttributeToken/d9%d7b02-89ca-4e08-be3c-
£3c149d62a62",

"ids:tokenValue": "eyJ0eXAi0iJKV1QiLCJraWQiOi...",
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"ids:tokenFormat": {
"@id": "idsc:JWT"
}
}!
"ids:senderAgent": {
"@id": "https://clearinghouse.aisec.fraunhofer.de"
}!
"ids:recipientAgent": [
{
"@id": "http://example.org"
}
]!
"ids:correlationMessage": {
"@id": "https://w3id.org/idsa/autogen/logMessage/c6cl15a90-7799-4aal-ac21-9323b87a7xv9"
}!
"ids:modelVersion": "4.0.0"
}

--336749cd-8331-46b4-b75d-d9%d2ae80e3ac
content-disposition: form-data; name="payload"
content-type: application/json
content-transfer-encoding: 8bit
[
{
"Qcontext": {
"idsc": "https://w3id.org/idsa/code/",
"ids": "https://w3id.org/idsa/core/"
}!
"Q@type": "ids:LogMessage",
"@id": "https://w3id.org/idsa/autogen/logMessage/c6cl5a90-7799-4aal-ac21-9323b87a7xvI",
"ids:modelVersion": "4.0.0",
"ids:issued": "2021-07-20T12:50:04.916267339+00:00",
"ids:issuerConnector": "https://provider.ids.isst.fraunhofer.de/",
"ids:senderAgent": "http://example.org",
"payload": "\"YXNhzZnNzd2V3c2Vyd2VmcndlzZnJ3zZWzZydw==\"",
"payload type": "\"text/plain\""

"Qcontext": {
"idsc": "https://w3id.org/idsa/code/",
"ids": "https://w3id.org/idsa/core/"
}!
"Q@type": "ids:LogMessage",
"@id": "https://w3id.org/idsa/autogen/logMessage/c6cl5a90-7799-4aal-ac21-9323b87a7xvI",
"ids:modelVersion": "4.0.0",
"ids:issued": "2021-07-20T12:50:04.916327776+00:00",
"ids:issuerConnector": "https://consumer.ids.isst.fraunhofer.de/",
"ids:senderAgent": "http://example.org",
"payload": "\"YXNhzZnNzd2V3c2Vyd2VmcndlznJ3zZWzZydw==\"",
"payload type": "\"text/plain\""
}
]
--336749cd-8331-46b4-b75d-d9d2ae80e3ac—-

The result of a query to the Clearing House will also return both meta-information and payload
of the previously logged information. As stated above, the answer of the Clearing House to a
QueryMessage is a ResultMessage, as shown in Figure 26, that contains an array of all log
entries found. A LogMessage represents each log entry with two additional fields: payload and
payload _type.
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336749cd-8331-46b4-b75d-d9d2ae8Be3ac
content-disposition: form-data; name="payloac
content-type: application/json
content-transfer-encoding: 8bit

idsc https w3id.org/idsa/code

336749cd-8331-46b4-b75d-d9d2ae8Be3ac

Figure 26: Sample response message of querying all the messages under a PID in the Clearing House

3.1.3 Query a particular messages of a process

This IDS message retrieves the log entry stored under the given ID and PID, as shown in Figure
27, in the Clearing House. The Clearing House answers the request with a ResultMessage that
contains as the payload the log entry found. The log entry is returned as a LogMessage, i.e., the
payload of the ResultMessage contains a LogMessage. ID in this message request is acquired
from the document id as mentioned in the decoded response discussed in Section 3.1.1.
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Request method Description

POST /messages/query/{pid}/{id} Finds the log entry with the given id stored under the given process id pid

Parameters
Name In Type Required Description
pid path  string true Process id under which the log entry is stored
id path  string true Id of the log entry
query body QueryMessage true QueryMessage

Figure 27: Request method of querying a message of a process in the Clearing House

Querying a message of a process behaves similarly to Section 3.1.2. Instead of a list of all the
logs under a PID, the ResultMessage shows the specific log with respect to the ID.

3.2 Deployment

The code of Open-source Clearing House is available in the IDSA Git repository:
https://github.com/International-Data-Spaces-Association/ids-clearing-house-service

3.2.1 Prerequisites

Prerequisite to host Clearing House:

e OpenSSL
e MongoDB
e Docker

Additionally, the Clearing House App depends on two microservices from the Clearing House
Core'>:
e Document API: Responsible for storing the data.
e Keyring API: Provides cryptographic support for encryption and decryption of the
stored data.
The Clearing House Service API requires a Trusted Connector for the deployment of Clearing
House.

3.2.2 C(learing House Core Configuration

Document API
The Document API is responsible for storing the data and performs basic encryption and
decryption, for which it depends on the Keyring API. It is configured using the configuration
file Rocket.toml, which must specify a set of configuration options, such as the correct URLs
of the database and other service APIs:

e daps api_url: Specifies the URL of the DAPS Service. Required to validate DAPS

token
e keyring api url: Specifies the URL of the Keyring API

13 https://github.com/International-Data-Spaces-Association/ids-clearing-house-core
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e database url: Specifies the URL of the database to store the encrypted documents.
Currently, only MongoDB is supported, so URL is supposed to be
MongoDB://<host>:<port>

e clear db: true or false indicates if the database should be cleared when starting the
Service API or not. If true, a restart will wipe the database! Creating the Service API on
a clean database will initialize the database.

When starting the Clearing House Service API, it also needs the following environment
variables set:
e API LOG _LEVEL: Allowed log levels are: Off, Error, Warn, Info, Debug, Trace

Keyring API
The Keyring API is responsible for creating keys and the actual encryption and decryption of
stored data. It is configured using the configuration file Rocket.toml, which must specify a set
of configuration options, such as the correct URLs of the database and other service APIs:
e daps api_url: Specifies the URL of the DAPS Service. Required to validate DAPS
token
e database url: Specifies the URL of the database to store document types and the master
key. Currently, only MongoDB is supported, so URL is supposed to be
MongoDB://<host>:<port>
e clear db: true or false indicates if the database should be cleared when starting the
Service API or not. If true, a restart will wipe the database! Creating the Service API on
a clean database will initialize the database.

When starting the Clearing House Service API, it also needs the following environment
variables set:
e API LOG _LEVEL: Allowed log levels are: Off, Error, Warn, Info, Debug, Trace

The Keyring API requires that its database contains the acceptable document types. Currently,
only the IDS MESSAGE type is supported and must be present in the database for the Keyring
API to function correctly. The database will be populated with an initial document type that
needs to be located in init_db/default _doc_type.json.

DAPS
Both Document API and Keyring API need to be able to validate the certificate used by the
DAPS. If the DAPS uses a self-signed certificate, the certificate needs to be added in two places:

e /server/certs: The microservice will load certificates in this folder in the container and
use them for validation. The certificate needs to be in DER format.

e /ust/local/share/ca-certificates: The microservice relies on OpenSSL for parts of the
validation, and OpenSSL will not trust a self-signed certificate unless it was added in
this folder and update-ca-certificates was called in the docker container. Once this is
done, the container might need to be restarted.

If you use these dockerfiles and daps.aisec.fraunhofer.de as the DAPS, you only need to follow
the first step.

Docker Containers
There are two types of dockerfiles:
e Simple builds (e.g., dockerfile) that require you to build the Service APIs yourself using
Rust
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e Multistage builds (e.g., dockerfile) that have a stage for building the rust code

To build the containers, check out the repository, and in the main directory, execute
docker build -f docker/<dockerfile> . -t <image-name>

Before using docker run or docker-compose, please read the Configuration section of the
Service API you are trying to run. All Containers built with the provided dockerfiles need two
volumes:

e The configuration file Rocket.tomlis expected at /server/Rocket.toml

e The folder containing the daps certificate is expected at /server/certs
Containers of the Keyring API require an additional volume:

e /server/init_db needs to contain the default doc_type.json

3.2.3 Clearing House Service Configuration

Once Document API and Keyring API are configured following the instruction mentioned in
Section 3.2.2, the following configuration should be followed to install Clearing House Service.

Clearing House App Configuration

The Clearing House App is configured using the configuration file Rocket.toml, which must

specify a set of configuration options, such as the correct URLs of the database and other service

APIs:

e daps_api_url: Specifies the URL of the DAPS Service. Required to validate DAPS token

e keyring api url: Specifies the URL of the Keyring API

e document api url: Specifies the URL of the Document API

e database url: Specifies the URL of the database to store process information. Currently,
only MongoDB is supported, so URL is supposed to be MongoDB://<host>:<port>

e infomodel version: Specifies which The Clearing House uses the version of the InfoModel.
Currently: 4.0.0

e connector name: Needed for IDS Messages as specified by the InfoModel

e server agent: Needed for IDS Messages specified by the InfoModel

e clear db: true or false indicates if the database should be cleared when starting the Service
API or not. If true, a restart will wipe the database! Starting the Service API on a clean
database will initialize the database.

e Signing key: Location of the private key (DER format) used for signing the Receipts.
Clearing House uses the PS512 algorithm for signing.

When starting the Clearing House Service API, it also needs the following environment
variables set:
e API LOG LEVEL: Allowed log levels are: Off, Error, Warn, Info, Debug, Trace

Signing Key

The Clearing House API sends a signed receipt as a response to a logging request. The key can
be created using OpenSSL:

OpenSSL genpkey -algorithm RSA -pkeyopt rsa_keygen bits:4096 -outform der -out
private_key.der

PLATOON Contract No. GA 872592 Page 44 of 70



D3.5 — Marketplace demonstrator and report

Please note that the Clearing House requires the key to be in DER format. It must be available
to the Clearing House App wunder the path configured in Rocket.toml,
e.g.,/server/keys/private key.der.

DAPS

The Clearing House needs to be able to validate the certificate used by the DAPS. If the DAPS

uses a self-signed certificate, the certificate needs to be added in two places:

o /server/certs: The Clearing House App will load certificates in this folder and use them for
validation. The certificate needs to be in DER format.

e /ust/local/share/ca-certificates: The Clearing House App relies on OpenSSL for parts of the
validation, and OpenSSL will not trust a self-signed certificate unless it was added in this
folder and update-ca-certificates was called. Once this is done, the container might need to
be restarted.

If you use these dockerfiles and daps.aisec.fraunhofer.de as the DAPS, you only need to follow

the first step.

Docker Containers

The Clearing House App can be built using Dockerfiles that are located here. There are two

types of dockerfiles:

e Simple builds (e.g., dockerfile) that require you to build the Clearing House APIs yourself
using Rust

e Multistage builds (e.g., dockerfile) that have a stage for building the rust code

To build the containers, check out the repository, and in the main directory, execute
docker build -f docker/<dockerfile> . -t <image-name>

Please read the Clearing House App Configuration section before using docker run or docker-
compose. Containers built with the provided dockerfiles need three volumes:

e The configuration file Rocket.tomlis expected at /server/Rocket.toml

e The folder containing the signing key needs to match the path configured for the signing

key in Rocket.toml, e.g.,/sever/keys

e The folder containing the daps certificate is expected at /server/certs
The Clearing House Processors are not run as docker containers. The Clearing House
Processors are needed to configure the Trusted Connector.
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4 Marketplace User Interface (UI)

In PLATOON Marketplace, User Interface will present the metadata information of registered
connectors, Resources, and Apps. The connectors register themselves and the resources and
Apps it offers with the Metadata Registry (through the multipart/REST endpoints). The UI will
fetch the information stored in the Fuseki Database by using SPARQL queries. An important
point to note is that the Ul will not provide the functionality to register connectors. The
Connector should register itself and its resources by forming the appropriate IDS messages and
sending them to the proper endpoints of the Metadata Registry. Once the Connectors registers
itself along with the resources it has to offer, it will be displayed in the UL

The initial idea was to develop a CKAN-based data market. However, CKAN can't handle IDS
messages. There are no RDF/triple store connections. Furthermore, the amount of effort to
overcome these issues is calculated to be high. Thus, now PLATOON will offer a Marketplace
Ul with the Metadata Registry (first version), illustrated in this deliverable. The potential
second version of the UI will have more functionality, address the usage of FIWARE Business
Framework and the API Ecosystem, and incorporate the Catalogues of Datasets and Data
Analytics tools.

4.1 Interaction with Marketplace Ul

The User Interface of the Marketplace comprises of four windows:

e Dashboard: The Dashboard shows the summary of all the registered Connectors,
Resources, and Apps (services) in the Metadata Registry. As shown in Figure 28, the
Ul reflects two registered Connectors from Company A and Company B. One Resource
and one App (metadata) are stored in the UIL. With respect to the use-case mentioned in
Section 1.2, Company A, acting as a Data Provider, has registered the dataset's metadata
as Resource in the Metadata Registry. Also, Company A has one offered service called
"Easy Energy Service."

55 Dashboard

Connectors Resources App
> Connector 2 1 1
B Resouce

. . commectos . PReswces . aps
H Apps

Figure 28: Dashboard of the Ul

e Connector: This window shows the detailed list of all the Connectors in the UlI, as
shown in Figure 29.
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&DrpLatoon = PLATOON - Looin

Dashboard Connectors

Connecotor of Company A
Conne f Company A

Curatos -onnector.de/agent/
i Apps Maintainer https://connector.de/agent/

Connector of Company B
Connector of Company B

Curator https://connector.de/agent/
Maintainer https:/connector.de/agent/

Figure 29: List of Connectors in the Ul

e Resource: This window shows the list of all the Resources present in the UI, as shown

in Figure 30.
- Dashboard Resources

5 Connector X
Datasets on Electricity Storage

B  Resource This Resource contains the metadata of the dataset on safe electricity storage

#o Apps

Figure 30: List of Resources in the Ul

e App: This window shows the list of the Metadata of the Apps in the UI, as shown in

Figure 31.
53 Dashboard Apps

D Connector
Easy Energy Service
-] Resource https://localhost/connectors/75817483/982539356/1261367568
Version: 1.2
o Apps

Figure 31: List of the Apps(metadata) in the Ul

4.2 Deployment
The GitHub repository of the Ul is here: https://github.com/PLATOONProject/Marketplace-UI

4.2.1 Prerequisites

e NodelJS
Metadata Registry

4.2.2 Configuration

Steps to configure the UT'S:
e The Metadata Registry!” needs to be installed.
e Navigate to ../src/urlConfig.js and set the link to the Fuseki server of the Metadata

Registry. If the URL of the Fuseki server of the Metadata Registry is
https://localhost/fuseki, then the JSON file will look like this:

16 The current version of the User Interface is not dockerized yet. Thus, this deliverable includes the developer's
guide, in case the reader needs to test the Ul For the latest installation guide, please refer to the README file.
17 https://github.com/PLATOONProject/Metadata-Registry
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export const baseURL = "https://localhost/fuseki"

4.2.3 Run Application

e Navigated to the main folder
e Execute the following command
o npm install
o npm start
Once the Ul is running, all the interaction between a Connector and the Metadata Registry will
be reflected in the UL
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5 Vocabulary Provider

IDS Vocabulary Provider is a central IDS component that manages all the vocabularies
(ontologies, reference data models, metadata elements), which can annotate and describe
datasets and data analytics tools. This includes the IDS information model and domain-specific
vocabularies.

The IDS Vocabulary Provider plays an essential role within the PLATOON reference
architecture defined in D2.1. It is the link between the Data Governance, Security, Privacy and
Sovereignty layer (based on IDS reference architecture) and the Interoperability layer formed.
The vocabulary provider provides direct Machine to Machine communication allowing to query
and exchange metadata according to the PLATOON Data Models defined in D2.3 through the
IDS connectors. In addition, the Vocabulary Provider has a Graphical User Interface (GUI),
where users can manage vocabularies (upload/upgrade/delete), search for specific terms,
visualize the vocabularies in a network graph and execute SPARQL queries.

The IDS Vocabulary Provider enhances the capabilities of the PLATOON Marketplace
regarding interoperability. It allows the data/data analytics tools users/consumers to easily
understand the data and data analytics tools published in the Marketplace, which facilitates the
implementation and integration of these datasets and data analytics tools.

Currently, there is no open-source version of an IDS Vocabulary Provider. There is only an
open-source Vocabulary Manager called Vocol '8, but the link to the IDS reference architecture
is missing. The latter is offered as a service called Vocoreg ', but it is not open source. Thus,
PLATOON has developed a complete open-source IDS Vocabulary Provider based on Vocol
and extended it by adding an extra layer to make it compatible with the IDS ecosystem. The
design and implementation of the developed IDS Vocabulary Provider are explained in the
following sections.

Figure 32 shows the high-level architecture for the IDS Vocabulary Provider as indicated in the
IDS Reference Architecture [4].

IDS Vocabulary Provider

Reverse Proxy Core Container
2 | .
(Nginx) (SpringBoot)

E IDS Connector |.J
vy
E VocoReg

Figure 32: IDS Vocabulary High-level architecture according to IDS reference architecture

18 https://vocol.iais.fraunhofer.de/
1% https://www.vocoreg.com/
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PLATOON has developed a complete open-source IDS Vocabulary based on this high-level
architecture by reusing existing open-source components and extending them to add IDS
capabilities.

For the Reverse proxy, a Multipart endpoint was developed using Apache Tomcat?®. Apache
Tomcat is a free and open-source implementation of the Jakarta Servlet, Jakarta Expression
Language, and WebSocket technologies 2!. Apache Tomcat provides a "pure Java" HTTP web
server environment in which Java code can run.

For the Persistent storage, Apache Jena Fuseki ?*> was used. Apache Jena Fuseki is a SPARQL
server. It can run as an operating system service, a Java web application (WAR file), and a
standalone server. Fuseki comes in two forms, a single system, "webapp", combined with a Ul
for admin and query, and as "main", a server suitable to run as part of a larger deployment,
including with Docker or running embedded. In this case, the latter was used, and it was
embedded into a Docker. Fuseki provides the SPARQL 1.1 protocols for query and update as
well as the SPARQL Graph Store protocol. Fuseki is tightly integrated with TDB to provide a
robust, transactional persistent storage layer and incorporates Jena text query.

For the Vocabulary Management, instead of Vocoreg, VoCol 2 was used. VoCol is open-source
software that allows managing (upload/modify/remove) ontologies using version control
systems such as Git and repository hosting platforms like Github. VoCol provides a human-
readable presentation of the vocabularies by means of a user-friendly Graphical User Interface
(GUI). The GUI allows one to navigate through the metadata of the ontologies. The different
functionalities are explained in more detail in the following paragraphs.

Figure 33 shows the home screen for the PLATOON IDS Vocabulary Provider where you can
select one of the existing ontologies in the vocabulary provider.

Vocabulary Provider

i= Select an ontology Search for aterm ®

Default select v

saref_ontology
ontowind_ontology

Figure 33:PLATOON IDS Vocabulary Provider - Home Screen - Select an Ontology

In addition, it allows searching for a specific term within the set of ontologies, as shown in
Figure 34.

20 http://tomcat.apache.org/

2L https://projects.eclipse.org/projects/eed;.jakartace-platform
22 https://jena.apache.org/documentation/fuseki2/

2 https://github.com/vocol/vocol
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O

Vocabulary Provider

i= Select an ontology Search for aterm ®

Default select v sensor Q

https://saref.etsi.org/core/Sensor- saref_ontology
https://saref.etsi.org/core/SmokeSensor- saref_ontology

https://saref.etsi.org/core/TemperatureSensor-
saref_ontology

Figure 34: PLATOON IDS Vocabulary Provider - Home Screen — Search for a Term

Once the specific ontology has been selected, it allows to navigate through different options:

On the one hand, the "Documentation" tab allows to search and display detailed information of
the different classes and properties. It allows selecting classes and properties and filter by
property type. When selecting a specific class or property, more detailed information is shown
on the right.

Q v/ Ignore Case Y Choose File
-— .
== Type @ View F3- Showothers
All Classes (@) Properties | Select Property ... - Individuals e RDF(S) SKOS F
@ o a o
RDF Property
nasvieterreaaing .
Object Property Documentation Source Graphical Depiction &
hasMeterReadingType D P
atatype Property Turtle JSON-LD RDF/XML
hasModel . —= -
Annotation Property @prefix xml:  <http://www.w3.0rg/XML/1998/namespace> .
¥ hasPrice @prefix saref: <https://saref.etsi.org/core/> .
@prefix » <http://www.w3.0rg/2001/XMLSchema#> .
hasProfile @prefix ns: <http://purl.org/dc/terms/> .

@prefix r <http://www.w3.0rg/2000/01/rdf-schema#> .
@prefix vann: <http://purl.org/vocab/vann/> .
@prefix foaf: <http://xmlns.com/foaf/0.1/> .

hasProperty

hasSensingRange

hasSensorType saref:hasPrice a owl:0ObjectProperty ;
rdfs:comment "A relationship indentifying the
hasState price associated to an entity"@en ;
rdfs el "has price"@en ;
hasThresholdMeasurement rdfs saref:Price .
hasTime

hasTimestamp

Figure 35: PLATOON IDS Vocabulary Provider - Documentation - Search for Classes and Properties

Furthermore, it allows searching for a specific term, as shown in Figure 36.
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energy Q | Ignore Case Y Choose File
-— .
== Type @ View ﬁ. Show others
e Al Classes Properties  Select Property Individuals e RDF(S) SKOS Show Type Show File
EnergyUnit Details: Energy
Predicate Object
rdfs:label Energy@en
rdfs:comment A saref:Property related to some
measurements that are characterized by a
certain value measured in an energy unit
(such as Kilowatt_Hour or Watt_hour).
Furter specializations of the saref:Energy
class can be found in the SAREF4ENER
extension, where classes such as
EnergyMax, EnergyMin and
EnergyExpected are defined. @en
rdf:type owl:Class
rdfs:subClassOf Property

Figure 36: PLATOON IDS Vocabulary Provider - Documentation - Search for a Term

It also allows selecting the right different ways to visualize the detailed information.

Q v lgnore Case Y Choose File
== Type @ View F3- Showothers
All ‘o Classes Properties f y v Individuals e RDF(S) SKOS
StepDownCommand Documentation Source Graphical Depiction "
StepUpCommand
StopCommand Q
ToggleCommand | A type of commodity@en
= Commodity rdfs:comment

Coal

_ Q‘S subClasso raistabel O
> Electricity
Electricity@en

Commodity Electricity
Gas
rdf:type
Water

= Device ® Q
= Actuator @ @ @ owl:Class @ @

= Switch

DoorSwitch

J

Figure 37: PLATOON IDS Vocabulary Provider - Documentation - Different Ways to show detailed information

On the other hand, the "Visualisation" tab allows visualizing the ontologies by representing
graphically the relationships between the different terms through a network diagram, as shown
in Figure 38
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WebVOWL =
Tt =)
has concept dicto...
° R @
has Submodel . d
=S Subel i
has Asset Idenii... 3 g
hasValue i
Subclassof | i Subelass of
. R i ubolass of . i
contributes : Subelass of
g
has Reference
e 2|Has Data Speci...
- . - ldentiiable  |---........
! Tring in Accordance With enti TNt Subelass of eeeseeicenn......
\ -
~- x—T
Ppres Subclass of g 5

Figure 38: PLATOON IDS Vocabulary Provider — Visualisation — Network Diagram

When clicking on any of the terms or properties, more detailed information is shown in the right
of the screen as represented in the next figure:

v Selection Details

EEEEE ¢ - Soort ©Options  # Modes ¢ Reset

Figure 39: PLATOON IDS Vocabulary Provider — Visualisation - Detailed information of terms

Also, several functionalities at the bottom allow to zoom in or out, search for a term, and filter
by specific properties.
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Sublass of

s Connected To

O
Oc
O
Oc ss
Concept Dict.. O set operators
Subolass of ——
Subclass of i Deg psing 2

. « Export V Filter g Options # Modes ¢ Reset Il Pause © About

Figure 40: PLATOON IDS Vocabulary Provider — Visualisation - Additional Searching and Filtering
Functionalities

Moreover, the "Querying" tab allows to directly run SPARQL queries on the selected ontology.

Selection of triples. Selection of classes

v prefix
prefix

SELECT DISTINCT ?class ?label ?description

v WHERE {
?class a .
OPTIONAL { ?class rdf el ?label}
OPTIONAL { ?class f t ?description}
}
LIMIT 25

Figure 41: PLATOON IDS Vocabulary Provider — Querying - SPARQL query execution
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e3 Raw Response &

Showing 1 to 25 of 25 entries Search: Show |50 +  entries

class label $ description 8

€K

“The goal for which a device is designed (from a user
perspective). For example, a washing machine is
designed for the task of washing. We propose here a list
of tasks that are relevant for the purpose of SAREF, but
this list can be extended. Tasks can be accomplished by
devices (saref:isAccomplishedBy)."@en

1 tt f.et Task “Task"@en

2 t f et “Toggle command"@en "A type of command"@en

“A directive that a device must support to perform a
certain function. A command may act upon a state, but
does not necessarily act upon a state. For example, the
ON command acts upon the ON/OFF state, but the GET
command does not act upon any state, it simply gives a
directive to retrieve a certain value. We propose here a
list of commands that are relevant for the purpose of
SAREF, but this list can be extended."@en

Figure 42: PLATOON IDS Vocabulary Provider — Querying - SPARQL query result

3 i P ’ ’ "Command @en

Finally, the GUI has an administration section that allows you to insert new ontologies in the
Platoon IDS Vocabulary Provider:

Configuration Page

Homepage Description

¥ Repository Info B R e o, @ P EBO=EO0 @
Repository URL https://git.code.tecnalia.com/DigitalEnergy/daekin/or." So
B I -4 ”» 3
Repository owner tecnalia *
Repository name rami * This is a new ontology]
Branch Name .
User .
Password cone®
Repository service e GitHub GitLab BitBucket body p
Repository Type e public private

Reset Save Configurations

Figure 43: PLATOON IDS Vocabulary Provider — Configuration — Upload new Ontologies

5.1 Interaction With Vocabulary Provider

Apart from the GUI, the PLATOON IDS Vocabulary supports machine-to-machine
communication allowing to query the different ontologies directly through an IDS connector.
To do this, a REST API service was built on top of Vocol to allow the exchange of information
between Vocol, Fuseki, and the IDS Core Container.

The IDS Core Container was developed using the SpringBoot library. A number of IDS
messages have been implemented. Some of the messages allow IDS connectors from the pilots
to communicate with the Platoon IDS Vocabulary Provider. Other messages allow the Platoon
IDS Vocabulary Provider to communicate with other components of the IDS ecosystem, such
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as the Broker. In the following sections each of the messages is explained in more detail. Also
the complete text of the messages is included in Appendix A.

5.1.1 DescriptionRequestMessage

This message allows a connector to call the PLATOON IDS Vocabulary Provider and obtain
generic information from it; specifically, a "config.json" file is returned. It is a multipart POST
message that will contain a header and a payload. In the header, the content of the message is
displayed. In this case, the payload is empty.

URL to call: SERVER-URL:8080\api\ids\data

DescriptionRequestMessage

pos platoon-ploto-gi0a:8080/apiids/deta

Body ®  Pre-re t t est tt Cookies

none @ form-data x-www-form-urlencoded raw binary GraphQL
KEY VALUE DESCRIPTION ooe Bulk Edit
header
payload

5-9165-669

Figure 44: PLATOON IDS Vocabulary Provider - IDS Messages - Description Request Message

5.1.2 DescriptionResponseMessage

This message is the corresponding reply message to the description request message that
contains in the payload the "config.json" file.
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POST v https://localhost:8080/api/ids/data
Body @
® fo ta i r r
KEY VALUE
he.
onte {
= pa - §s" - *httr i
htte i
Body
Pretty Raw Preview Visualize v =
1ds:version” : "0.0.1-SNAPSHOT",
"ids:description” : [ {
*@value” : "IDS Connector for hosting the messages for the Vocabulary Provider",

"@type" : "http://www.w3.0rq/2001/XMLSchema#string”
P
“ids:hasDefaultEndpoint” : {
“@type" : “"ids:ConnectorEndpoint”,
"@id" : “https://w3id.org/idsa/autogen/connectorEndpoint/711719ed-05fe-40¢6-9137-62¢7599d2367",
“ids:accessURL" : {
"@id" : "https://vocabulary.daekin.tecnalia.com:8086/api/ids/data"
}

h
"ids:securityProfile" : {
"@id" : “https://w3id.orq/idsa/code/BASE SECURITY PROFILE"

}

“ids:maintainer® : {

Figure 45: PLATOON IDS Vocabulary Provider - IDS Messages - Description Response Message

5.1.3 QueryMessage

This message allows an IDS connector to send SPARQL queries directly to the PLATOON IDS
Vocabulary Provider. It is a multipart POST message that contains a header and a payload. The
header contains the content of the message, and the payload contains the corresponding
SPARQL query.

URL call: SERVER-URL:8080\api\ids\data

=) Save

queryMessage
post pltoon-picto-gioa 8080/apiidsdta
Cookies
N ® form-data f raw binary GraphQL
KEY VALUE DESCRIPTION eoe  Bulk Edit
header
payload

age

Figure 46: PLATOON IDS Vbcabulary Provider - IDS Messages - Query Message

As mentioned, the header contains the content of the message. This message contains a series
of fields defined by the IDS reference architecture, which will vary depending on the type of
message. The specific fields are the type of message, context, token, and information model
used. In addition, in the case of the PLATOON IDS Vocabulary Provider, two new fields have
been included that provide more flexibility to the queries. These fields are as follows:

e ids:ontologyName: the name of the specific ontology to execute the query.
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POST v  https://localhost:8080/api/ids/data
Params Authorization Headers (9) Body @ Pre-request Script Tests Settings
none @ form-data x-www-form-urlencoded raw binary GraphQL

"ids:ontologyName" : "saref_ontology”

"ids:queryScope" : {
"@id" : "idsc:ALL"

2

"ids:queryLanguage" : {
"@id" : "idsc:SPARQL"

}

Figure 47: PLATOON IDS Vocabulary Provider - IDS Messages - Query Message - Header Fields- ontologyName

If everything has gone correctly, a ResponseMessage will be returned with the results
of the query specified in the payload field as shown in the following Figure:

POST v  https://localhost:8080/api/ids/data
Params Authorization Headers (9) Body @ Pre-request Script Tests Settings
none ® form-data x-www-form-urlencoded raw binary GraphQL
KEY VALUE
header {
payload Prefix rdfs: <http://www.w3.0rg/2000/01/rdf-scher
Body Cookies Headers (5) Test Results
Pretty Raw  Preview  Visualize Text v =
S/ ACUHLEHL-ULAOPUSALAVII. 1VUIWTUGLE, HGWC= pPayLUau
38 Content-Type: text/plain;charset=UTF-8
39 Content-Length: 474
40
41 { "head": {
42 "vars": [ “"concept" , "label" ]
43 }.,
44 "results”: {
45 "bindings": [
46 {
47 "concept”: { "type": "uri" , "value": "https://saref.etsi.org/core/EnergyUnit" } ,
48 "label”: { "type": "literal" , "xml:lang": "en" , "value": "Energy unit" }
49 Y.,
50 {
51 "concept”: { "type": "uri" , "value": "https://saref.etsi.org/core/Energy" } ,
52 "label”: { "type": "literal" , "xml:lang": "en" , "value": "Energy" }
53 }
V.| 1

Figure 48: PLATOON IDS Vocabulary Provider - IDS Messages - Query Message - Header Fields- ontologyName

- the result

e ids:searchTerm: If this field is present, it will run the search for the specified term within
the specified ontology.
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POST v  https://localhost:8080/api/ids/data

Params Authorization Headers (9

none @ form-data x-www-form-urlencoded

Body @

Pre-request Script Tests

raw

Settings

binary GraphQL

"@id" : "idsc:ALL
h
“ids:queryLanguage" : {

"@id" : "idsc:SPARQL"

)
"ids:ontologyName" : "saref_ontology",

}

Body Cookies Headers (5) Test Results Set as variable
Pretty Raw Preview Visualize Text =2
oo wiu AL ./ /WOAU. VI Y/ AUDG/ GULUYTHI/ YUTH JICIIGYT/ GECLEUEL “JCUV I iJ " UJJIU - JG/ TTUUUST I U
>4 T
35}
36 --Q0ib)5m8FKsVGydfaq0TCQlbc2pVFm1EQO
37 Content-Disposition: form-data; name="payload"
38 Content-Type: text/plain;charset=UTF-8
39 Content-Length: 291
40
41 { "head": {
42 "vars": [ "concept" , "label” ]
43 Y.
44 "results”: {
45 "bindings": [
46 {
47 "concept”: { "type": "uri" , "value": "https://saref.etsi.org/core/Electricity” } ,
48 "label": { "type": "literal" , "xml:lang": "en" , "value": "Electricity" }
49 }
50 ]
51 }
52}
53
54 --Q0ibJ5m8FKsVGydfaqOTCQlbc2pVFm1EQO- -

53

Figure 49: PLATOON IDS Vocabulary Provider - IDS Messages - Query Message - Header Fields- searchTerm

5.1.4 ConnectorUpdateMessage

This message is used for registering the PLATOON IDS Vocabulary Provider at the PLATOON
IDS Metadata Registry. This way, the rest of the connectors can look for the PLATOON IDS
Vocabulary Provider and connect to it. It is a POST message where the input parameter is the

URI of the IDS Metadata Registry.

URL to call: SERVER-URL:8080\api\ids\connector\update

POST v
Params ®

brokerURI urlbroker

Authorizatior Headers (7) Body Pre-request Script

https://localhost:8080/api/ids/connector/update?brokerURI=urlbroker

Figure 50: PLATOON IDS Vocabulary Provider - IDS Messages - ConnectorUpdateMessage
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5.1.5 ConnectorUnavailableMessage

This message is used for unregistering PLATOON IDS Vocabulary Provider at the PLATOON
IDS Metadata Registry. Similar to the previous message, it is a POST message where the input
parameter is the URI of the Metadata Registry.

URL to call: SERVER-URL:8080\api\ids\connector\remove

POST v  https://localhost:8080/api/ids/connector/remove?brokerURI=urlbroker m

Params ® Authorizatior Headers (7 Body Pre-request Script ests Settings

brokerUR urlbroker

Figure 51: PLATOON IDS Vocabulary Provider - IDS Messages - ConnectorUnavailableMessage

5.2 Deployment of IDS Vocabulary Provider

The code of IDS Vocabulary Provider is hosted in the PLATOON Git repository:
https://github.com/PLATOONProject/PLATOON_IDS-Vocabulary-Provider

The development environment of the IDS Vocabulary Provider consist on three main
components:
e Vocol: an open-source Vocabulary Manager.
e Apache Jena Fuseki and TDB: A Sparql Server and database for storing and accessing
the different vocabularies.
e IDS Vocabulary Provider: The core component that permits the communication
between the conectors and the vocabulary provider.

5.2.1 Prerequisites

Prerequisite to run the IDS Vocabulary Provider:

e Docker

e Docker Compose
e Java

e Maven

e OpenSSL

5.2.2 Structure of IDS Vocabulary Provider

Normally there will exist one Vocabulary Provider for each ecosystem type. There will be a
docker-compose file that will be in charge of creating all the corresponding images, the
containers and running them. All the containers will be able to communicate internally.
Apart from the docker-compose file, there will be three dockerfiles, one for each of the
mentioned components:
- Vocol: Will create the image for the vocol manager, downloading all the needed
requirements; nodejs, npm etc. .and execute the application.
- Fuseki: Will create the image for the Fuseki server and launch the server.
- IDS Vocabulary provider: will create the image for the core component and launch
the corresponding server, a Java environment running the Maven package of the code.
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The IDS Vocabulary provider is a connector and so, it needs some certificates to
implement a secure communication between the different components. Hence, it will
communicate with a DAPS and the DAPS will give the connector a valid token each
time a message is send. This component will communicate also with the Fuseki
component to execute the requested queries and to obtain the results.

5.2.3 Creation of SSL Certificates

A valid X.509 certificate, signed by a trusted certification authority, is strongly recommended
to avoid warnings about insecure HTTPS connections. The certificate needs to be of .crt format
and must have the name server.crt. In case your certificate is of .pem format, it can be converted
with the following commands, which require OpenSSL to be installed:

OpenSSL x509 -in mycert.pem -out server.crt

OpenSSL RSA -in mycert.pem -out server.key

mkdir cert

my server.crt cert/

my server.key cert/

5.2.4 Configuring the Docker-compose File

The docker-compose file is responsible of launching the three containers needed for the
Vocabulary Provider to run properly and enable the communication of the three components as
they are built in the same network.
Each of the components is exposed in one specific port. Then, if a certain port is occupied by
another component of the ecosystem, it is possible to change this port through this file.
The changes of the port can be done in the Vocol component and in the IDS Vocabulary
provider if needed, as these components are independent. To do that, edit the docker-compose
file and change the corresponding port:
vocol-service:
container_name: vocol_service container
build:
context. .
dockerfile: ./dockerfile-vocol
network: host
expose:
- 3000
ports:
- "3000:3000"

Another crucial part of adapting the configuration is to provide the correct location of the X.509
certificate in the IDS messages service. Assuming the location of the certificate is
"/home/vocolProject/cert," the corresponding configuration would be:

volumes:

- /home/vocolProject/cert:/etc/cert/

[...]

5.2.4.1 Run Application

To start up the IDS Vocabulary Provider, run the following command inside the directory of
the docker-compose.yml file:
docker-compose up -d
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This process can take several minutes to complete. You can test whether the IDS Vocabulary
Provider has successfully started by opening the following urls:

- http://localhost:3000. This is the main page of the vocol service. The UI of the vocol
will appear listing the existing ontologies.

- http://localhost:3030: If the fuseki server is running properly, you could see the main
page for the fuseki manager. This page will only be used for manteinance purposes. The
dot in the right (server status) side must be green.

- https://localhost:8080: If the IDS Messaging service is running this url will show an
error message but it will be loaded.

Fuseki status:

§ Apache Server
Y Jena dataset manage datasets help

Apache Jena Fuseki

Datasets on this server

Use the following pages to perform actions or tasks on this server:

Dataset  Run queries and modify datasets hosted by this server.
Manage datasets  Administer the datasets on this server, including adding datasets, uploading data and performing backups.
Help Summary of commands and links to online documentation.

Figure 52: IDS Vocabulary Provider - Successfully started test

To enter to a running container, you could use:
Docker exec -it ids_messages_container /bin/bash : to get a bash shell in the container
Exit to get out

To see the logs of the container:
Go to the directory containing the docker files and:
Docker-compose logs

To interact with a container:
Docker attach vocol service container :

The latter could be useful, for example when uploading new ontologies if it is needed to enter
some user or password.

5.2.4.2 Update

Containers can be either hot updated or restarted to apply the changes. To hot update a
container, run the following command:
docker-compose up -d—no-deps—build <container name>

Alternatively, one can restart the entire service by running:
docker-compose down : To stop all the containers
docker-compose up —d

If you want to get all the images create again, you could use:
Docker-compose build : To build again the images
docker-compose up —d
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6 Conclusion

This deliverable reports the design of the PLATOON marketplace module that implements a
common endpoint to access the data and energy services. The PLATOON Marketplace is a
place to search and discover data assets and services provided by the Marketplace participants
fostering the interaction between data/service consumers and providers.

The user interface of the PLATOON Marketplace will reflect all the metadata of the datasets
and services registered in the PLATOON IDS Metadata Registry. Upon a settled agreement
between the two parties, the data flow will start between the data/service consumer and provider
through the corresponding IDS connectors as per explained in deliverable D3.4. The Clearing
House will contain the log of the settled agreement.

In addition, the developed IDS Vocabulary Provider enhances the capabilities of the
PLATOON Marketplace regarding interoperability. It allows the data/data analytics tools
users/consumers to easily understand the data and services published in the Marketplace, which
facilitates the implementation and integration of these assets.

Finally, the IDS Identity Provider adopted by these PLATOON Marketplace components will
create, maintain, monitor, and validate the participants' identity information. This deliverable
aimed to reflect this scenario with examples.

The second version of this deliverable (D3.9) due in M30 will demonstrate the interaction of
all the PLATOON Marketplace components through a real-life large scale pilot.
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Appendix A: IDS Vocabulary Provider - IDS messages

DescriptionRequestMessage
Header:

{

"@context" : {

"ids" : "https://w3id.org/idsa/core/",
"idsc" : "https://w3id.org/idsa/code/"

}

n

type" : "ids:DescriptionRequestMessage",
"@id" : "https://w3id.org/idsa/autogen/descriptionRequestMessage/ccSatba5-db62-4c68-
9858-6fd27c9f521b",
"ids:senderAgent" : {
"@;id" : "https://w3id.org/idsa/autogen/baseConnector/76934432-a85¢e-41c5-965-
669219dde4dea”
s
"ids:issuerConnector" : {
"@id" : "https://w3id.org/idsa/autogen/baseConnector/76934432-a85¢e-41c5-965-
669219dde4dea”
s
"ids:issued" : {
"@value" : "2020-10-13T13:55:54.345+02:00",
"@type" : "http://www.w3.0rg/2001/XMLSchema#dateTimeStamp"
s
"ids:modelVersion" : "4.0.0",
"ids:securityToken" : {
"@type" : "ids:DynamicAttributeToken",
"@id" : "https://w3id.org/idsa/autogen/dynamicAttributeToken/2 1bObal7-dtb3-42{2-b7d0-
eceddebfadaf",
"ids:tokenValue" : "...",
"ids:tokenFormat" : {
"@id" : "idsc:JWT"
}
s

"ids:recipientConnector" : [ {
"@id" : "https://localhost:8080/api/ids/data"
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i1

;
Payload:

Empty

ResponseMessage
{
"(@context" : {
"ids" : "https://w3id.org/idsa/core/",
"idsc" : "https://w3id.org/idsa/code/"

}

type" : "ids:ResponseMessage",
"@id" : "https://w3id.org/idsa/autogen/responseMessage/ec957493-8e8e-4416-9b7b-
d464c0899434",
"ids:modelVersion" : "4.0.0",
"ids:issued" : {
"@value" : "2021-12-21T15:04:25.706Z",
"@type" : "http://www.w3.0rg/2001/XMLSchema#dateTimeStamp"
|
"ids:correlationMessage" : {
"@id" : "https://w3id.org/idsa/autogen/queryMessage/aeece6ec-3ed0-4513-b556-
5a7ee8d64{b5"
!,
"ids:issuerConnector" : {
"@id" : "https://ids_vocabulary provider.com/"
s
"ids:senderAgent" : {

"@id" : "https://w3id.org/idsa/autogen/baseConnector/7b934432-a85e-41c5-9165-

669219dde4dea”
!,
"ids:securityToken" : {

"@type" : "ids:DynamicAttributeToken",

"@id" : "https://w3id.org/idsa/autogen/dynamicAttributeToken/54578635-0868-40fa-933d-
82140d01£320",

"ids:tokenValue" :
"eyJhbGciO1JSUzIINilsInR5¢cCIgOiAiS1dUIiwia2lkliA6ICJIMRkOIbnROcGFjbTIpSOVhSkw
tcINpSWIFTFIMbEkxRmxmQIBfZ3UzMmh3In0.eyJleHA1OJE2NDAwOTkxMjUsIm5iZil6
MTYOMDASOTA2NSwiaWF0ILjoxNjQwMDk5SMDY 1LCJqdGkiOiJhYTIj Y] YwNSO5SNDdk
LTQ4ZmItY WI1Yy02MjQzMDVhMDgyMzYiLCJpc3MiOiJodHRwezovL2RhZWipbiskY X
BzLnRIY25hbGIhLmNvbTo4NDQzL2F1dGgvemVhbG1zLORhZWtpbilsImF 1 ZCI6ImhOdH
Bz0Oi8vdzNpZC5vemcvaWRzY S9jb2RILOIEU19DTOSORUNUT LITXOFMTCIsInN1Yil61k
YzOjY00jIwOkUzOjJCOKE30j;VBOKkMyOkMzOjA5OkFFOkQyOjA40kZBOKE4OkIwOj
YyOjIx0jdCOjgwOmtle WlkOklyOkEyOkNFOjBGOjRGOkQx0jVGOkUyOjVFOKEWOKQ
zOkYyOjQy0jAx0jc10jk40jBBOKRBOjg00jAyliwic2NvcGUiOiJpZHNjOKIEU19DT050
RUNUT1JfQVRUUKICVVRFU19BTEwiLCJzZZWN1cml0eVByb2ZpbGUiOiJpZHN;jOkJBU
0VIQO90TkVDVEISXINFQIVSSVRZX1BSTOZJTEUILCJAdHIWZSI6ImlkczpEY XRQY
Xlsb2FkliwicmVmZXJyaW5nQ29ubmVjdG9yljoiaHROcHM6Ly92b2NhYnVsY XJSLmRhZ
WipbiS0ZWNuY WxpY S5jb20iLCIAY29udGV4dCI6Imh0dHBZzOi18vdzNpZC5vemevaWRz
Y S9jb250ZXh0cy9jb250ZXh0Lmpzb25sZCJ9.BDzp yE1pHXO2sWIwwEvkzdglL 9hMKFC
YE-it U2FJ3AFggqZiShOHX0adEc8qoK4o-
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_MbO_1AweDPvvNQvIdU50c¢dt9Zd6 UkyjORK272WGqdrDj7pFQmZJueH3XAAKECnO
WuF-DgyqxA6DWLhI93 -VLgDwfLWtRUbXIjw7Wc3fZrZZ-8JX -
NHufpUjtNFYusDrqLppVVuDttoK2h3YUqCnsI6TjgorSwimWsUon4ib8hcF93 E6FA7XC
WkAedInZubPEA3YDzvRaw03g Sep-ajrKFcg-
_ DKCJK4eBQw7wdm9GXHH9ZRY 0kjgZA 7Y mwjCaPMFd50HUMIINUzg",
"ids:tokenFormat" : {
"@id" : "https://w3id.org/idsa/code/JWT"

}
}
}
QueryMessage
Header:
{
"(@context" : {

"ids" : "https://w3id.org/idsa/core/",
"idsc" : "https://w3id.org/idsa/code/"

}

n

type" : "ids:QueryMessage",
"@id" : "https://w3id.org/idsa/autogen/queryMessage/aeece6ec-3ed0-4513-b556-
S5a7ee8d641b5",
"ids:securityToken" : {
"@type" : "ids:DynamicAttributeToken",
"@id" : "https://w3id.org/idsa/autogen/dynamicAttributeToken/5129decb-1967-402e-b2fc-
019695c9253¢",
"ids:tokenFormat" : {
"@id" : "idsc:JWT"
}s
"ids:tokenValue" :
"eyJhbGceiO1JSUzIINilsInR5cCI6Ikp XV CIsImtpZCI6ImRIZmF 1bHQifQ.eyJpZHMtY XR0c
mlidXRIcyl6sIm5iZII6MTU4NE3NTY OMCwiZXhwljoxNTg2MTc5SMjQwfQ.PuoSrFxDIW
CDgEFbWO9ms-VKhtJeE immOLTIVuTXXR-0NKkmoqC4IEbB6YQbsGOt3HEYpA-
k20PdDSY W1ScMu5SmbbjQBILSJEH1eUrHAjmUhnlt-0Q4rlu2vDFpWH-mcIfOMbKdw"
}s
"ids:senderAgent" : {
"@;id" : "http://example.org"
}s
"ids:issuerConnector" : {
"@;id" : "https://broker.ids.isst.fraunhofer.de/"
}s
"ids:modelVersion" : "4.0.0",
"ids:issued" : {
"@value" : "2021-10-06T14:20:47.512+02:00",
"@type" : "http://www.w3.0rg/2001/XMLSchema#dateTimeStamp"
}s
"ids:queryScope" : {
"@id" : "idsc:ALL"
}s
"ids:queryLanguage" : {

PLATOON Contract No. GA 872592 Page 66 of 70



D3.5 — Marketplace demonstrator and report

"@id" : "idsc:SPARQL"

¥

"ids:ontologyName":" saref4ener ontology"

j

Payload:

SELECT ?s ?p1 ?p2 20 WHERE { GRAPH ?g {
<https://w3id.org/idsa/core/AccessTokenResponseMessage> ?pl ?0 . OPTIONAL { ?s ?p2
<https://w3id.org/idsa/core/AccessTokenResponseMessage> .} } }

QueryMessage (search for a term)
{

"(@context" : {

"ids" : "https://w3id.org/idsa/core/",
"idsc" : "https://w3id.org/idsa/code/"

}

type" : "ids:QueryMessage",
"@id" : "https://w3id.org/idsa/autogen/queryMessage/aeece6ec-3ed0-4513-b556-
S5a7ee8d641b5",
"ids:securityToken" : {
"@type" : "ids:DynamicAttributeToken",
"@;id" : "https://w3id.org/idsa/autogen/dynamicAttributeToken/5129decb-1967-402e-b2fc-
0f9695c9253e",
"ids:tokenFormat" : {
"@id" : "idsc:JWT"
s
"ids:tokenValue" :
"eyJhbGciO1JSUzIINilsInR5cCI6Ikp XV CIsImtpZCI6ImRIZmF 1bHQifQ.eyJpZHMtY XR0c
mlidXRIcyl6sIm5iZII6MTU4NE3NTYOMCwiZXhwljoxNTg2MTc5SMjQwfQ.PuoSrFxDIW
CDgEFbWO9ms-VKhtJeE immOLTIVuTXXR-0NKkmoqC4IEbB6YQbsGOt3HEYpA-
k20PdDSY W1ScMu5SmbbjQBILSJEH1eUrHAjmUhnlt-0Q4rlu2vDFpWH-mcIfOMbKdw"
s
"ids:senderAgent" : {
"@;id" : "http://example.org"
s
"ids:issuerConnector" : {
"@;id" : "https://broker.ids.isst.fraunhofer.de/"
s
"ids:modelVersion" : "4.0.0",
"ids:issued" : {
"@value" : "2021-10-06T14:20:47.512+02:00",
"@type" : "http://www.w3.0rg/2001/XMLSchema#dateTimeStamp"
s
"ids:queryScope" : {
"@id" : "idsc:ALL"
s
"ids:queryLanguage" : {
"@id" : "idsc:SPARQL"
s

"ids:ontologyName":"saref4ener ontology",

n.n

"ids:searchTerm":"energy"
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;
Payload

empty.

ConnectorUpdateMessage
Header
{
"@context" : {
"ids" : "https://w3id.org/idsa/core/",
"idsc" : "https://w3id.org/idsa/code/"

}

type" : "ids:ConnectorUpdateMessage",
"@id" : "https://w3id.org/idsa/autogen/connectorUpdateMessage/1d2dca75-5d27-4c4c-
b698-113241df1869",
"ids:modelVersion" : "4.0.0",
"ids:securityToken" : {
"@type" : "ids:DynamicAttributeToken",
"@id" : "https://w3id.org/idsa/autogen/dynamicAttributeToken/5b456eba-9527-4¢32-9b7a-
1fc46a82a77b",
"ids:tokenFormat" : {
"@id" : "idsc:JWT"
s
"ids:tokenValue" :
"eyJhbGciO1JSUzIINilsInR5cCI6Ikp XV CIsImtpZCI6ImRIZmF 1bHQifQ.eyJpZHMtY XRO0c
mlidXRlcyl6eyJzZWN1cml0eVIwem9ImaWx1ljp7ImF1ZGl10X2xvZ2dpbmciOjJOLCIpZHNE
bWVtYmVyc2hpcCI6dHI1ZSwiaWRzLXVyaSI6ImhOdHA6Ly9zb211LX VyaSIsInRyY W5z
¢G9ydENIcnRzU2hhMjU21j0iYmFjYjg30TU3NTczMGJiMDgzZI4M2ZkNWI2N2E4Y 214
OTYSNDRKMWIJIMjhjN2IzMjEXN2NmYzc IN2M4MWUSNiJILCJzY29wZXMiOlsiaWRz
X2Nvbm51Y3RveiJdLCIhdWQiOiJJRFNfQ29ubmVjdG9yliwiaXNzljoiaHROcHM6Ly9k Y X
BzLmFpc2VjLmZyY XVuaGImZXIuZGUiLCJzdWIiOiJDPURFLE889RnJhdW50b2ZIcixPV
TIJUINULENOPTQSZmESODEILTKINTUtNDAzOC04YTIhLTRIMZzZkZTM3YmY ONSI
sImS5iZiIl6oMTU4NJE3NTYOMCwiZXhwljoxNTg2MTc5MjQwfQ.PuoSrFxDIWCDgEFbW9
ms-
VKhtJeE immOLTIVuDXw3Gk3tLRy2uDz01Q1yvBafmHzR29Cx3GDjhl6  LDVFfROFdQN
iKeHq312gg6zzTYUEyflFCBmmZgONjj 0b vow Atb9qTiOwudIWieWvEeB32b4W4s2wf
w7s9GVI7Gxbb3EpzzsorWbYDcwOPjRjHxInLIgHBWg JUdwxQtSh871mV Y tzutwxCSthJ
0A2u5XB6CNY OpyMGrTXXR-0NKkmoqC4IEbB6Y QbsGOt3HEYpA-
k20PdDSY W1ScMu5mbbjQBILSJEH1eUrHAjmUhnlt-0Q4rlu2vDFpWH-mcIfOMbKdw"
s
"ids:senderAgent" : {
"@id" : "http://ids_vocabulary provider.com"
s
"ids:issued" : {
"@value" : "2021-12-21T04:00:00.000Z",
"@type" : "http://www.w3.0rg/2001/XMLSchema#dateTimeStamp"
s
"ids:issuerConnector" : {
"@id" : "https://broker.ids.isst.fraunhofer.de/"

b
b
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Payload:
{
"(@context" : {
"ids" : "https://w3id.org/idsa/core/",
"idsc" : "https://w3id.org/idsa/code/"

}

type" : "ids:BaseConnector",
"@id" : "https://w3id.org/idsa/autogen/baseConnector/76934432-a85¢e-41c5-965-
669219dde4ea",
"ids:version" : "0.0.1-SNAPSHOT",
"ids:description" : [ {
"(@value" : "IDS Connector for hosting the messages for the Vocabulary Provider",
"@type" : "http://www.w3.0rg/2001/XMLSchema#string"
} 1,
"ids:hasDefaultEndpoint" : {
"@type" : "ids:ConnectorEndpoint",
"@;id" : "https://w3id.org/idsa/autogen/connectorEndpoint/711719ed-05fe-40c6-9137-
62¢7599d2367",
"ids:accessURL" : {
"@id" : "https://vocabulary.daekin.tecnalia.com:8080/api/ids/data"

b
!

"ids:securityProfile" : {
"@id" : "https://w3id.org/idsa/code/BASE_SECURITY_ PROFILE"
’s
"ids:maintainer" : {
"@;id" : "https://www.tecnalia.com/"
}s
"ids:curator" : {
"@id" : "https://www.tecnalia.com/"
’s
"ids:inboundModelVersion" : [ "4.0.0" ],
"ids:outboundModelVersion" : "4.0.0",
"ids:title" : [ {
"(@value" : "IDS Vocabulary Provider",
"@type" : "http://www.w3.0rg/2001/XMLSchematstring"

3]
}
ConnectorUnavailableMessage
Header:
{

"(@context" : {

"ids" : "https://w3id.org/idsa/core/",
"idsc" : "https://w3id.org/idsa/code/"

}

type" : "ids:ConnectorUnavailableMessage",
"@id" : "https://w3id.org/idsa/autogen/connectorUnavailableMessage/63d6al3f-abf9-42{7-
ab26-335b7927606¢",
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"ids:affectedConnector" : {
"@id" : "https://broker.ids.isst.fraunhofer.de/"
s
"ids:senderAgent" : {
"@id" : "http://ids_vocabulary provider.com'
s
"ids:securityToken" : {
"@type" : "ids:DynamicAttributeToken",
"@id" : "https://w3id.org/idsa/autogen/dynamicAttribute Token/e80bc6c0-ddfe-483b-8c07-
Obac59d99f51",
"ids:tokenFormat" : {
"@id" : "idsc:JWT"
s
"ids:tokenValue" :
"eyJhbGciO1JSUzIINilsInR5cCI6Ikp XV CIsImtpZCI6ImRIZmF 1bHQifQ.eyJpZHMtY XRO0c
mlidXRlcyl6eyJzZWN1cml0eVIwem9ImaWx1ljp7ImF1ZGl0X2xvZ2dpbmciOjJOLCIpZHNE
bWVtYmVyc2hpcCI6dHI1ZSwiaWRzLXVyaSI6ImhOdHA6Ly9zb211LX VyaSIsInRyY W5z
¢G9ydENIcnRzU2hhMjU21j0iYmFjYjg30TU3NTczMGJiMDgzZI4M2ZkNWI2N2E4Y 214
OTYSNDRKMWIJIMjhjN2IzMjEXN2NmYzc IN2M4MWUSNJILCJzY 29wZXMiOlsiaWRz
X2Nvbm51Y3RveiJdLCIhdWQiOiJJRFNfQ29ubmVjdG9yliwiaXNzljoiaHROcHM6Ly9k Y X
BzLmFpc2VjLmZyY XVuaGImZXIuZGUiLCJzdWIiOiJDPURFLE889RnJhdW50b2ZIcixPV
TIJUINULENOPTQSZmESODEILTKINTUtNDAzOC04YTIhLTRIMZzZkZTM3YmY ONSI
sImS5iZII6oMTU4NJE3NTYOMCwiZXhwljoxXNTg2MTc5MjQwfQ.PuoSrFxDIWCDgEFbW9
ms-
VKhtJeE immOLTIVuDXw3Gk3tLRy2uDz01Q1yvBafmHzR29Cx3GDjhl6  LDVFfROFdQN
iKeHq312gg6zzTYUEyflFCBmmZgONjj 0b vow Atb9qTi0wudIWieWvEeB32b4W4s2wf
w7s9GVI7Gxbb3EpzzsorWbYDcwOPjRjHxInLIgHBWg JUdwxQtSh871mV Y tzutwxCSthJ
0A2u5XB6CNY OpyMGrTXXR-0NKkmoqC4IEbB6Y QbsGOt3HEYpA-
k20PdDSY W1ScMu5mbbjQBILSJEH1eUrHAjmUhnlt-0Q4rlu2vDFp WH-mcIfOMbKdw"
s
"ids:issued" : {
"@value" : "2021-12-21T17:00:00.000Z",
"@type" : "http://www.w3.0rg/2001/XMLSchema#dateTimeStamp"
s
"ids:modelVersion" : "4.0.0",
"ids:issuerConnector" : {
"@;id" : "https://broker.ids.isst.fraunhofer.de/"

b
b

Payload:
Empty
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